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Abstract. The life science domain is typified by heterogeredata sets that are
evolving at an exponential rate. Numerous post-ggoaatabases and areas of post-
genomic life science research have been establehedre being actively explored.
Whilst many of these databases are public andyf@atessible, it is often the case
that researchers have data that is not so freeljaie and access to this data needs
to be strictly controlled when distributed collahtive research is undertaken. Grid
technologies provide one mechanism by which acmeand integration of federated
data sets is possible. Combining such data acecesingegration technologies with
fine grained security infrastructures facilitatebe t establishment of virtual
organisations (VO). However experience has shownh tthe general research (non-
Grid) community are not comfortable with the Griddaits associated security
models based upon public key infrastructures (PKI$)e Internet2 Shibboleth
technology helps to overcome this through userg baliing to log in to their home
site to gain access to resources across a VO -A @hibboleth terminology a
federation. In this paper we outline how we havpliad the combination of Grid
technologies, advanced security infrastructures ahe Internet2 Shibboleth
technology in several biomedical projects to prewiduser-oriented model for secure
access to and usage of Grid resources. We beliegetis model may well become
the de facto mechanism for undertaking e-Research on the Gridsa numerous
domains including the life sciences.
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1 Introduction

The life science domain is booming! The explosibmesearch areas, exponential growth
of the associated data sets and the proliferatfomew discoveries across and between
disciplines is unparalleled. Building infrastruaarto support such a highly volatile area
is a fraught process [1]. As new insights and disdes are made, existing research
models and associated data sets have to be aughmeefined and extended to
incorporate such new knowledge. This poses a fuedtah challenge to infrastructure
providers: how to build an infrastructure that hay form of longevity [2]?



One thing which is clear is that scientists needéoable to collaborate with one
another. However scientists in the post-genomicaeeawary and protective of their own
research. Collaborators in grants are also potemienpetitors in future funding
proposals. Being the first scientist to make a mdjscovery is a strong driver for many
leading researchers both in the present and the @akk and Watson and their
identification of the double helix structure of DNiere driven by their knowledge that
competitors such as Linus Pauling were also tryanglentify this structure [3]. Similarly
the direct financial benefits from given lines @&search can pay huge dividends with
interest from the multi-billion dollar pharmaceutiéndustry given the costs they incur in
developing new drugs and evaluating their effectbss.

In this context scientists need to be ensuredttiet access and share trusted data
from collaborators and that this is in accordandth ithe commonly agreed terms and
goals of the collaboration. In the context of thedsuch co-operations are often termed
virtual organisations (VO). From past experienc8sit|is clear that vast amounts of the
non-Grid community are uncomfortable with the G&ystem administrators regard it as
a possible security threat whilst potential Gridl @isers are mystified and put off with the
common security models needed to access and usig.alfGhe Grid is to ever gain the
widespread acceptance envisaged, it needs todimpke to use as the internet, with front
end tools no more complex than existing browsers.

The Shibboleth technology from the Internet2 projé¢ has put forward software
architecture [6] and associated protocols [7] fewmmodels of security. Rather than a
user being required to remember numerous usernamkepasswords required to access
resources across the internet, with the Shibbdletst model, a user is able to access
resources across a federation through signinguthéaticating) at their own local site. In
this paper we present the Shibboleth model of ggcamd outline how it has been applied
across a range of biomedical projects to simplifg iccess and usage of Grid services
and data. In all of this, a finer grained modeteturity is achievable.

The rest of the paper is structured as followssdation 2 we provide an overview of
Shibboleth and the challenges that are neededchi®technology to be accepted by the
scientific community, especially what it means fast. In section 3, we present various
case studies illustrating how we have successfalilgbined Shibboleth. Finally in section
4, we draw conclusions and outline plans for therfu

2 Overview of Grid Security and Shibboleth

The majority of Grid solutions today are based upoB09 digital certificates [8] to

support public key infrastructures (PKI) [9]. PKbe based upon cryptographic
technology where public and private keys are ueedigitally sign (encrypt) and decrypt
messages and information. Messages encrypted vittblic key can only be read by an
individual who possesses the associated private Kegough this mechanism, a given
user can direct a message to a known destinatimwikg that it can’'t be read by anyone



else, simply by encrypting it using the public k&fythat destination. The owner of the
private key can encrypt messages with that key,thadeceiver of the message can be
sure that it was sent by the owner of the privatg. lBBoth public key agreement and
public key transport need to know who the remotblipikey belongs to, i.e. who has
associated private key. The public key certifidatéhe mechanism used for connecting
the public key to the user with the correspondimygte key. Public key certificates
include a Distinguished Name (DN) which can be useddentifying a given user. The
establishment of the identity of a given user (achine) within a public key certificate is
ultimately based upon trust, or more preciselyttioag a community of one or more
Certificate Authorities (CAS).

A CA is a root of trust which holders of public apdvate keys agree upon. CAs
have numerous responsibilities including issuing caftificates, issuing Certificate
Revocation Lists (CRL) and they need to have wetiuinented processes and practices
which must be followed to ensure identity managam¥arious PKI architectures are
possible and the selection of which depends upeonenous factors. Whether numerous
CAs are to be trusted? How important to be abladd new CAs? What kind of trust
relationships exist between CAs? The simplest RKblves a single CA which is trusted
by all users. With this model, users only acceptifteates and certificate revocation lists
issued by this CA. This model makes certificatéhatalysis easy since there is a single
step from a certificate to the CA who issued iteQtanger of this PKI infrastructure is
that the CA is single point of failure. Thus ifi# compromised, then potentially all
certificates that have been issued are compromiegdiring all users to be contacted and
certificates revoked. The ramifications of suchoanpromise would be catastrophic with
potentially all resources that had been accessad aertificates issued by this CA having
to be completely reinstalled (in case backdoorvei solutions had been installed).
Perhaps more of an issue would be the level ot tng how Grids using PKls were
perceived by the wider community.

Other more complex PKI architectures also exist.dx@ample, users may keep a lost
of trusted CAs. However, issues such as how tangdtworthy one from untrustworthy
one arise? Hierarchical PKls where there are cl@ingist between the CA, sub-ordinate
CAs and users may also exist. This model allowstitign the damage caused by a
compromised subordinate CAs. Thus if a subordieis compromised then only the
certificates issued by them (or their subordinates)Cneed to be revoked. Other more
complex architectures exist again, such as medhekls where trust relationships (webs
of trust) are established on a peer-peer basis. Mbdel often requires bridging solutions
[10,11] between CAs and results in certificate pathat are harder to establish —
potentially containing loops.

The PKI architecture chosen for UK e-Science isetlasn a statically defined
centralised CA with direct single hierarchy to @sefhe typical scenario for getting a
certificate is as follows. Researchers wishingdma@ccess to Grid resources such as the
NGS (vww.ngs.ac.uk in the first instance have to acquire a UK e-8cée X.509
certificate issued by the centralised Certificatiuthority (CA) at Rutherford Appleton
Laboratory (RAL) (www.grid-support.ac.uk/daThey will thus apply for a certificate via




the Grid Support web sitevivw.grid-support.ac.uk The CA will then contact their local
Registration Authority (RA) — hopefully at theirstitution!, who will in turn contact the
user and request some form of photographic ideatibhn (such as a passport photo or
university card). Once the identity of the user haen ratified, the RA contacts the CA
who subsequently informs the user (via email) ttredir certificate is available for
download. The user downloads the certificate armb@ated certificate revocation lists
into their browser. Once in their browser they aeguired to export it to forms
appropriate to the Grid middleware. Certificates d@ acquired for both users and
servers/machines.

The main benefit and reason for the widespreadpsanee of PKls within the Grid
community is their support for single-sign on. &irall Grid sites in the UK trust the
central CA at RAL, a user in possession of an X.&@8ificate issued by RAL can send
jobs to all sites, or rather to all sites wheresarthas requested and been granted access to
those sites. Typically with Globus based solutifiti?], gatekeepers are used to ensure
that signed Grid requests are valid, i.e. from knaellaborators. When this is so, i.e. the
DN of the requestor is in a locally stored and ngaakagrid-mapfile, then the user is
typically given access to the locally set up ace¢@sndefined in the grid-mapfile.

For theexisting Grid community, PKls are a widely accepted and romm model for
how to support a basic level of security (authetiim). The problem is however that the
existing Grid community are only a small fractiohtiee wider e-Science and e-Research
community more generally, e.g., in the UK ~3500 E{Science X.509 certificates have
been issued by RAL, but there are over 3 millioadmmics across higher and further
education colleges in the UK registered to useAtteens authentication infrastructure.
Thus it could be claimed with some justificatiomttthe Grid has only touched the tip of
the iceberg in terms of the wider research communit

There are many possible reasons for this as idedtih [4]. These include the
learning curve in accessing and using Grids. Mogngists do not want to gain access to
a user account on a HPC resource but want insteaddess a service which performs
some function, e.g. BLAST in the case of the biminfatics community. Why should a
biologist go on a training course on Grid techngledien all they require is access to a
BLAST service on a free national HPC resource faneple? Furthermore, the initial
hurdles that have to be overcome in getting “onGhiel” in terms of acquiring and using
an X.509 certificate are non-trivial for less ITietted researchers. For example, users are
expected to convert the certificate from their CAieh they initially install in their
browser into appropriate formats understandabl&ig middleware. This requires them
to run obscureopenssl commands, and sincgpenSSL is not commonly available on
platforms such as Windows they are then often redub install and configure additional
software. In some circumstances this is also nasipte, e.g. if they do not have
sufficient privileges on their PC (root access .dit)this case the researchers will instead
have to refer to a local system administrator tdp heith the installation and
configuration.

Assuming researchers have managed to obtain aficadi which they have
converted into the appropriate format, they arenthepected to remember necessarily



strong passwords for their private keys with theoremendation to use upper and lower
case alphanumeric characters. The temptation t® wiown such passwords is obvious
and an immediate potential security weakness.

This whole process does not lend itself to the wideearch community which the e-
Science and Grid community needs to reach out tbesngage with. It is a well known
adage that the customer is always right. Usalslitg addressing researcher requirements
is crucial to the uptake and success of Grid teldgyo End user scientists require
software which simplifies their daily research arad make this more complex. Given the
fact that the initial user experience of the Gridrently begins with application for an e-
Science certificate, this needs to be made as simplpossible, or potentially removed
completely.

PKls support authentication, however it is cleat tthe vast majority of researchers
require much finer grained security infrastructundsch supportuthorisation. Not just
establishing the identity of a given user at a wes®, but in defining and enforcing how
they might access and use a given resource, afficient information is not given,
rejecting the request and subsequently loggingrtfoeemation. As a concrete example, it
will never be the case that someone is allowedctess a UK National Health Service
(NHS) resource to run arbitrary code. It may howewe possible for a user to access a
given resource to read a given anonymised datgiraséded they have been given the
privileges to do so in advance.

Despite these limitations, single sign-on is a celimy model and any refinements,
extensions or new solutions for Grid security mpetvide similar capabilities. Such
models should also be targeted to, and at the aimgiscretion of the resource provider
to provide site autonomy. The Internet2 Shibbotetthnology provides one way in which
many of these issues can be resolved.

Shibboleth introduces several concepts which anddmental to access and use Grid
resources. These include an Identity Provider (ld®)Service Provider (SP) and
optionally a Where Are You From Service (WAYF). Thasic scenario by which these
components interwork is depicted in Figure 1.
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Figure 1: Basic Shibboleth Interactions for Accessing a Ressu

When a user attempts to access a Shibboleth pedtsetrvice or Service Provider
(SP) more generally, they are typically rediredieé WAYF server that asks the user to
pick their home Identity Provider (IdP) from a laftknown and trusted sites. The service
provider site has are-established trust relationship with each home site, and trusts the
home site to authenticate its users properly. ¢hUK a single federation is planned [13].
Other international federations have also beerigratard and established [14-17].

After the user has picked their home site, theowser is redirected to their site’'s
authentication server, e.g. an LDAP repository, #rel user is invited to log in. After
successful authentication, the home site redittbetsiser back to the SP and the message
carries a digitally signed SAML [18] authenticatiassertion message from the home site,
asserting that the user has been successfullyratighted (or not!) by a particular means
using an authentication mechanism specific to ¢ttt Assuming the digital signature on
the SAML authentication assertion is verified ahd tiser has successfully authenticated
themselves at their home site, then the SP hamporary pseudonym for the user (the
handle), the location of the attribute authoritytred IdP site and the service provider URL
that the user was previously trying to access. fEseurce site then returns the handle to
the 1dP’s attribute authority in a SAML attributeery message and is returned a signed
SAML attribute assertion message.

In Shibboleth a trust model exists in that the ¢asite trusts the IdP to manage each
user’s attributes correctly, in whatever way it lnds. So the returned SAML attribute
assertion message, digitally signed by the origiovides proof to the target that the
authenticated user does have these attributes.



This security model offers several direct benefidser PKls for dynamic
establishment of VOs in that users are no longestéd to manage their X509 certificates
and remember complex passwords. Instead institigthin a federation have a degree
of trust with one another. Sites/IdPs and SPs tdteagtonomous and are able to decide
for themselves whether the provided attributessaiféicient for access to the resources
and which attributes they are prepared to releasghich SP. Another key benefit of
Shibboleth for VO establishment and managemenhas tisers are only required to
remember their own usernames and passwords atitraie institutions.

Provided a common understanding of the roles aodrgg attributes across the sites
comprising the federation exists, single sign-on ba achieved. Thus if a SP trusts a
given site for authenticating a user requestingesedo its own resource, and also an
agreement on the attributes which are to be exathbgtween the sites exists, then the
SP can authorize/restrict access to its resounaes those sites that are within the
federation provided the necessary attributes aheesare presented by the IdP.

Within the UK federation, a small set of securitiributes based upon a subset of the
eduPerson specification is being adopted [19]. @&hesttributes include
eduPersonScopedAffiliation which indicates the user’s relationship (e.g.ffststudent,
etc.) within their home institutioreduPersonTargetedID which is needed when an SP is
presented with an anonymous assertion only as gedvbyeduPer sonScopedAffiliation;
eduPersonTargetedID attribute which provides a persistent user psewton
eduPersonPrincipalName which is used where a persistent user identifeemsistent
across different services is needed, anetluPersonEntittement which enables an
institution to assert that a user satisfies antefdil set of specific conditions that apply
for access to a particular resource. A user maysqsss different values of the
eduPersonEntitlement attribute relevant to different resources.

To support single sign-on across numerous resoursession information is
maintained. Thus a user is able to specify whettheeMWAYF should remember them for
the duration of the session, for a week or notllaimaccessing subsequent Shibboleth
protected services, the WAYF will automatically agoize which IdP the users are from
and redirect them accordingly.

Ensuring that an institution in a Shibboleth federacan guarantee the authenticity
of a user when accessing a remote resource isattodhe overall principles upon which
Shibboleth and Shibboleth federations are basedshbrt, institutions in a federation
shouldtrust one another. It is the case however, that usdesgar institutions will likely
have numerous usernames and associated passwardsdhused to access a variety of
services. This is the case at the University ofsGdav! However activities are currently
underway to roll out a unified user account managgnsystem based upalirectory
technology.

The directory is the part of any service which iretahe authentication data, most
commonly a username and a password. Until now itifigrmation at Glasgow has
primarily been closely linked to specific operatisagstems or infrastructures. This has
resulted in a myriad of solutions holding a varietyauthentication information across the
university. One of the consequences of this is thatevolution of services can become



tied to the platform which hosts the user idergitimther than the best platform for the
job. In most cases these accounts are not nedgstberisame - indeed in lots of cases
they are very different, and often based on a coailan of central and local accounts.
Thus users are expected to keep multiple accounatsmailtiple passwords. Under these
circumstances users tend to either leave the padsatothe value it was when they
received it; change it to the same value as thbieropasswords; they have to remember
multiple passwords, or they end up with passwadnéy tan't change because changing it
in one place means changing it everywhere. Withtiplal accounts, across multiple
systems with potentially multiple different admimnéors coordinating changes is almost
impossible. Addressing such issues is crucial fier wide scale successful deployment
and take-up of Shibboleth.

The above problems are not isolated. Until recentlymechanisms existed to keep
the various user accounts synchronised acrosd #leosystems used. This arrangement
meant there was a high number of redundant accowhish has meant that it was very
difficult to ensure all access and privileges wesmoved in a timely fashion. In some
circumstances users could retain rights to datasandces long after they should. This
was possible since different representations fersime users could in principle lead to
situations where one account could be disabledubetts could retain access to services
and data via a second account. A key challendeeretore to address the whole user base
since there may be no definitive source for auibation data, but rather a collection of
sources.

To overcome these issues the University of Glasigawoving to a system that offers
a more consistent representation of staff and stsdacross multiple systems that will
allow: timely creation/modification and deletion afcounts; an audit trail against central
records; a single authority for services coverifge twhole university; password
synchronisation; and the implementation of a rigerpassword policy. To support this,
the university is planning: a one to one represiemtabetween each user and their
corresponding entry in the Human Resource/Regikitgbase — the definitive sources for
data; an agreed standard for unique identifierseémh user account; an agreed password
policy; an agreed definition of department/facuttydes where user accounts should
reside. This system is based wupon the Novell nSutechnology
(www.novell.com/solutions/nsuyeand is currently being rolled out by University
Services across the university. Thus for federatioith the University of Glasgow we
hope to state with some confidence that we aretatdethenticate users that are members
of the university.

To fully understand the benefits of Shibbolethearslessly support access to a wider
range of resources, both Grid-based and non-Grigdaesources, we have applied it
across a range of areas and projects and rese@as. details of how these have been
successfully applied in the education domain avergin [20,21]. In this paper we focus
in particular on how we have applied this technglogthe life science domain.




3 Case Studies Applying Shibboleth

The vision of the Grid in seamlessly accessing asithg a range of resources is a
compelling one, but one that depends on suppoit@atynologies. Single-sign on to
resources is one of the fundamental requiremeritsetoealisation of this vision. From the
life science community perspective, single signtona whole range of post-genomic
resources (both computational and data resourses)gh to clinical and epidemiological
data sets and services is needed.

Several projects at the National e-Science CertteeaUniversity of Glasgow have
been used to explore the suitability of ShibbofethGrid security. These include the UK
DTl funded Biomedical Research Informatics Delivkrby Grid Enabled Services
(BRIDGES) [22] project and the MRC funded Virtualrganisations for Trials and
Epidemiological Studies (VOTES) [23] project. Wetlme these projects here and
present how Shibboleth simplifies the user expegdan accessing and using the Grid.

3.1 Shibboleth version of the BRIDGES Grid BLAST Service

The BRIDGES project involved the National e-Scier@entre at the University of
Glasgow and Edinburgh with industrial involvemerdanfi IBM. BRIDGES successfully
completed at the end of 2005. BRIDGES remit waprtwvide a Grid infrastructure to
support the Wellcome Trust funded Cardiovasculaickanal Genomics (CFG) project
[24] who are investigating possible genetic causds/pertension. Hypertension is one of
the main causes of cardiovascular mortality. Thiasortium which involved five UK
sites and one Dutch site pursued a strategy combstudies on rodent models of disease
(mouse and rat) contemporaneously with studies atfepts and population DNA
collections.

Before BRIDGES, many of the activities that the CKBGientists undertook in
performing their research were done in a time comnisg and largely non-automated
manner. This was typified through “internet hoppibgtween numerous life science data
sources. To address this, the BRIDGES project deeel a security focused data Grid
using commercial [25] and open source Grid middlewa6]. Information on the data
Grid that was developed within BRIDGES is descriled27-29]. In undertaking their
research the CFG scientists also required simpiesacto large scale HPC resources, to
run compute intensive bioinformatics applicationstsas Basic Local Alignment Search
Tool (BLAST) [30].

To simplify the user experience in accessing andgukarge scale HPC resources, it
was decided to remove digital certificates from #rel user environment and replace
them with simple username and password autherticati a central project web portal.
The model assumed throughout the lifetime of BRI33kas that the end users would
only have a web browser through which they wouldeas and use the Grid resources.
Given that sites such as the UK National Grid SeErvequire a UK e-Science certificate
for a given jobs (following the grid-mapfile appoba described previously), the



BRIDGES BLAST service host identity was mapped llgcep a project account in the
local grid-mapfile on the remote Grid nodes. Thalkjobs run under the project’s identity
on the NGS resources, and the logging and mongasfruser activity was maintained by
the BRIDGES support staff.

BRIDGES supported a fine grained security infradtriee based upon the Privilege and
Role Management Infrastructure Validation Stand@RERMIS) (vww.permis.org,
whereby distinctions between different privilegad anon-privileged users were defined
and subsequently enforced. These were:

e If they areunknown users the job will only be submitted to the lotiake”
Condor pool;

» If we recognise the users but they do not havesal laccount on HPC resources
at Glasgow, the job will be submitted to the Conglool and NGS;

» If we recognise the users and they have an ac@®lasgow HPC resources then
the job will be to the Condor pool, the NGS an&twtGrid.

In all of these scenarios, the selection of whersubomit jobs was based on availability
of resources (which was established dynamically).

The Shibboleth version of the Grid BLAST servicd dbt require users to log in to the
project portal. Instead when users directed theiwbers to the project portal for the first
time, i.e. when no security context had been estad, they were automatically
redirected to the WAYF service as depicted in Fegir They would then select their own
institution from those that were listed. In thisseaa user might select the University of
Glasgow for example as shown.

Figure2: WAYF Used to Select a Home Identity Provider

Once redirected to their home IdP, which at Glasg@s a local LDAP server, users
would log-in with their own usernames and passwo@ise authenticated, the attributes
that were returned to the SP were used to enfarbsegjuent authorisation decisions by
the service. We note that whilst BRIDGES VO speciitributes could be defined and
returned, the DN of the user from the IdP was sigffit to allow an authorisation decision
to be made. Once successfully signed in the frowt t® the Grid BLAST service is
accessible as shown on the left of in Figure 3sThovides access to a range of genomic



and microbial data resources which can be BLASTagginst. The service supports
protein and nucleotide sequence searches and allphmad of input sequences or

cut/paste of sequences in FASTA format. To suplaoge scale BLAST'ing users can

select options to be emailed the results when dies jare completed, or they can
interactively see the status of the jobs acroswv#hnieus Grid resources (whether they are
gueued, completed, running) shown in the rightigbiFe 3.

Figure 3: Grid BLAST front end

We note that this model of applying Shibboleth vehttre user identity (given by the
DN) is returned and subsequently used to make asétion decisions, raises issues in
the application of Shibboleth. Shibboleth has besgveloped to support user
anonymisation and privacy in accessing and usisguees across a federation. However,
with the Grid model, knowing which user is accegsi resource, especially in the
biomedical domain is crucial. We also note that IsthiShibboleth supports user
anonymisation and privacy it is not mandatory amee text strings containing information
such as the DN of the user from an IdP to an SPbeareturned. The policies on what
information and attributes an SP can ask for andtwvrifformation an IdP is prepared to
release will form part of the overall federatiomtract. There is no obligation on an IdP
releasing potentially sensitive information abowiven user. However if an SP requests
certain attributes to be returned for example whinehldP refuses to release then the SP is
completely free to refuse to grant access to thein resource. SP autonomy is thus
assured.

As stated, the primary benefit of the Shibboletatdad version of the BRIDGES Grid
BLAST service is that the user no longer needetoamber a username and password for
a given portal. Instead they only need to knowrtbsername and password at their home
site. Whilst only needing to know a single usernaand password is a key benefit in
applying Shibboleth, the true benefits arise whenuser wishes to access a multitude of
different resources across many sites, as is tipithe case in supporting systems-
biology based research from the genotype to theqilype and population studies, i.e.
supporting single sign-on across a range of ressuand sites. Whilst BRIDGES was



targeted to the genetic end of the spectrum, th& B®project was targeted towards the
other extreme and was focused on clinical triat gpidemiological studies.

3.2 Shibboleth version of the VOTES Data Feder ation Framework

The VOTES project was funded by the MRC for 3-yemrd began in October 2005. The
project involves the universities of Glasgow, Oxforimperial College London,
Nottingham, Leicester and Manchester. The ovei@l gf VOTES is to develop a Grid
framework through which a multitude of clinicalais and epidemiological studies can be
supported. Thus rather than engineering bespokatiauos for a given trial or study,
VOTES intends to provide an infrastructure wheraudtitude of trials and studies can be
developed and supported, each with their own pdaticmuances in terms of the data that
is being accessed, the security policies that agialy

At the heart of clinical trials are three key preses: patient recruitment; data
collection and study management. Recruitment imaily concerned with identifying the
patients that are potentially suitable for a clitrial. Once identified it is essential that
they are advised about all matters related withctimécal trial: the benefits, the potential
dangers and more widely how this information migbtused in the future. One of the
challenges of this is that it is essential thatguaitconsent is obtained before any access to
the patient data sets is made. Once a set of patiame been identified, invited to join the
trial and accepted, the next phase is typically$ed on that actual undertaking of the
trial itself. This will be in collecting data onetpatients throughout the course of the trial.
If the trial is concerned with drug evaluation sthen it is necessary to randomize the
patients with some patients being given the drogse evaluated and others a placebo.
Tracking and monitoring the patients throughout tifi@ is essential to ensure that all
necessary information is collected, e.g. that thtepts always visited the doctor or
hospital and took the drug or placebo. When thisids the case, the results need to
incorporate any discrepancies between the plannddaatual trial plan since this may
well impact upon overall evaluation of the drugs.

Throughout the recruitment and data collection essdt is essential that the study or
trial is conducted according to a strictly definpbtocol. This will focus on what
information is being collected, for what purposel drow it will subsequently be used
both within and following the trial. A key elemeatf this is ensuring that the different
people with different roles within the trial canlpmaccess and use the different data sets
and services associated with their particular irokbe trial.

The Grid infrastructure developed within VOTES Heen described in [31-33]. In
brief, the VOTES infrastructure is based upon al§phere portalwWww.gridsphere.ory
which provides access to a range of Globus tookdision 4 services, which themselves
access and use a data federation framework ugli®GSA-DAI technology. The current
implementation combines the access to and usagearige of software and data sets in
widespread use across the NHS in Scotland.

The project has defined and implemented a finengrhiauthorisation infrastructure
based upon an access matrix. In this model, vewy dirained security is achievable that




allows a clinical trials co-ordinator to define ass to and usage of individual tables, rows
and columns across the range of distributed clirdesa sets and attach these with trials
specific roles.

At the time of writing, the infrastructure suppogtsange of clinical trials to allow
exploration of the problem space. Each of thesdstiias associated specific roles that
have been defined. These includeestigator, consultant andnurse. We note that whilst
there are over 180 different roles in the NHS im @reater Glasgow region alone, clinical
trials will typically not require such a detaileghige of roles and privileges.

The Shibboleth version of this infrastructure felk a similar access and usage
pattern as described above in section 3.1 for BFHHBGNamely, that the user attempts to
access the VOTES portal and is initially redirectedthe WAYF service where they
select their home IdP. We note that when a userstggmed in already, e.g. they have
authenticated themselves to access the BRIDGESIpprbvided the user is using the
same browser, they willn principle, automatically be allowed access to the VOTES
portal. Here the terrm principle depends on whether the attributes necessary f@sacc
to the VOTES portal were already released to th&DBFES portal. In Figure 4 the portlet
is shown which details the attributes that arerretd from the IdP. As can be seen one of
the roles isinvestigator (the other roles are used for a different dematistn in the
education domain). The common name (CN) is alaamet (CN=Richard Sinnott) along
with information on the Shibboleth origin (anotmame for the IdP).

A getAttributes Portle
The Attributes got from Shibboleth AA are:

uNiveErsiTY [N
o i

-

GLASGOW

jstudentteam2;investigator

n- urn:oasis:names: te:SAML: 1.0:am: unspecified

default

251656.115396093. 1139307861 .1153749821.1154431509.18;
%6 25B39259C%251 0C%25A55%25BD% 250F % 25F0;
_default=f06799ac8c08cacadef62c00eb0i be27

:ac.uk:sdss. ac.uk:provider: identity: titania. nesc. gla.ac. uk
en-ab
labpc-2.nesc.

[rem— LG

atible; MSIE 6.0; Windows NT 5.1; §Vi; .NET CLR

Figure4: Authenticated User Attributes Delivered via Shilgiblto the VOTES Portal

Based upon this authentication information and dttebutes returned, the portal will
ensure that the authenticated user is restricteseting the trials and associated data
associated with their particular roleriilege). Figure 5 shows the impact of the different
roles and attributes that are returned from the @ithe left an authenticated user with a
more privileged role (investigator) is able to issticher queries across a range of
resources. This includes allowing the user witls garticular role to see identifying data,
i.e. the patient name and address. An authenticstedwith a nurse on the other hand is
only able to issue queries returning non-identiyitata.



Figure5: VOTES Data Framework targeted to Different Roles

4 Conclusions and Acknowledgements

The life scientists interesting in tackling the lajgestions like how does a brain work,
why do people who eat less tend to live longer,tvgemes cause cancer, etc cannot work
in isolation. They need to access and use a wialgeraf information much of which may
well have very fine grained security associated\ititThe Grid provides an infrastructure
whereby heterogeneous, highly distributed data satsbe accessed and integrated. A
simple user oriented model of security is essetiiat should be cognisant of existing
security infrastructures and policies, e.g. hoval@uthentication is supported. Shibboleth
provides for many direct advantages in this domd#irsupports single sign-on to a
widespread range of resources across a federéti@epgnises and respects local security
infrastructures policies and procedures; it sugpasgers only having to know their own
local institutional usernames and passwords; dvadlfor very fine grained authorisation
infrastructures to be supported based on returtigdwde sets.

Shibboleth on its own offers a largely static metta whereby the roles and
attributes needed to access resources have tdihedland agreed in advance. Whilst for
the non-Grid community where the only authorisatigiormation needed is often of the
form, is a member of the University of Glasgow g&ys model does not support the more
dynamic Grid environment where new virtual orgatiises need to be created
dynamically for evolving Grid environments requgimicher attribute sets are needed
specific to the different roles across a given Gridject say. The DyVOSE project [34]
has implemented a delegation issuing service [3ithvsupports precisely this kind of
scenario. Our next plans are to consider how #aigice can be applied in this domain for
dynamic attribute creation and recognition acrdisscal domain boundaries.
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