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Abstract— Security underpins Grids and e-Research. Withoua
robust, reliable and simple Grid security infrastructure
combined with commonly accepted security practiceslarge
portions of the research community and wider industy will not
engage. The predominant way in which security is ctently
addressed in the Grid community is through Public Ky
Infrastructures (PKI) based upon X.509 certificatesto support
authentication. Whilst PKIs address user identity issues,
authentication does not provide fine grained contrbover what
users are allowed to do on remote resourcesuthorization). In
this paper we outline how we have successfully coinled
Shibboleth and advanced authorization technologieto provide
simplified (from the user perspective) but fine grined security
for access to and usage of Grid resources. We densbrate this
approach through different security focused e-Sciere projects
being conducted at the National e-Science Centre ¢SC) at the
University of Glasgow. We believe that this model iV be more
widely applicable and encourage the further uptakeof e-Science
by non-IT specialists in the research communities.

|I. INTRODUCTION

One of the critical factors to the success of Gr
technologies is ease of use. To encourage wider uptiage
access to large scale computational and data resoudeasu
the National Grid Service (NGSh{vw.ngs.ac.ukneeds to be
made as simple as possible for the end user. Currémtiyend
user experience of interacting with such resourcesdilpi
begins with obtaining an UK e-Science X.509 cerdific
issued by the UK Certification Authority (CA) at Retford
Appleton Laboratories (RAL) www.grid-support.ac.uk/da
This can often be an arduous process, especially fedTo
experienced researchers, requiring them to follow taildd
recipe for obtaining the certificates and convertihngm into
appropriate formats before they are then able tesacthe
resources. There are also likely to be scalabilityeissuith
this approach once the number of certificate holdetsnes
to the wider academic and industrial community. Sehe
certificates are used to support Public Key Infrastmest
(PKI) where the trusted root of authority is the @GARAL.
Through trusting the process in which certificatquests are

processed, subsequently issued and managed by RAL, sif

sign-on is achieved through recognition of theseifmates

by all nodes comprising the NGS. However, the securf
PKls can be compromised in a variety of ways, includirey
certificate holders not taking appropriate securityasures,
e.g. writing their private key passwords down in visiplaces.
This issue is further exacerbated since the private key
passwords associated with these certificates are nédgessa
strong. For current and future sporadic users of ressisuch

as the NGS, the likelihood of forgetting complex passis is
increased, and ad-hoc insecure practices such asgriti
passwords down will occur. A better and more scaéeabl
solution for secure access to large scale Grid infretstres is
thus essential. Shibboleth offers one such possible solutio
(http://shibboleth.internet2.edu/

The UK academic community is currently in the procdss o
deploying Shibboleth technologies to support locaistiang
methods of authentication for remote login to resesirc
Through this model, sites are expected to trust localrggc
infrastructures for example in establishing the idgmtftusers
(authentication) and their associated privilegegithorisation).

To support this, the Shibboleth architecture [1] asdociated
rotocols [2] identify several key components that &hde
supported including IdP, targets and optionally Véhére

You From (WAYF) services. Through these componemtd, e
users will have single usernames and passwords (which they
are more familiar with than PKIs!) which will providier
seamless access to a range of resources at collaborating
institutions and service providers. Local security el at
service provider sites can then be used to restrichqase)

what resources authenticated users are allowed aocess t

To support the harmonisation of the Grid and Shikthole
worlds, numerous issues in the current Grid based agiptoa
authentication and Shibboleth need to be addressedlyF
the existing approach taken in controlling accedarge scale
Grid infrastructures via access control lists such &b
GSI middleware [3] and the use of grishpfiles needs to be
either reconciled with Shibboleth components andopals
or alternatively more scalable solutions explored and
supported. Secondly, X.509 certificates and the astati
Grid security infrastructure should ideally be marmhbg the
piem and not left to end users. A third and majodliauhat
has to be overcome in utilising Shibboleth technolgie




large scale Grid infrastructures like NGS is trust. sTruinfrastructures can be supported. In the X.812 mauled, of
underpins the Shibboleth approach to establishingréidns. the fundamental scenarios to be supported is where an
Grid service providers like the NGS need to ensureltital initiator attempts to access a protected target in a remote
institutions take identity provisioning and associatadbmain. Two key components support authorised acceks to
validation of identity (authentication) processesmesiy. target: a Policy Enforcement Point (PEP) also knasnan
Access control Enforcement Point (AEF), and a Policy
Decision Point (PDP), also known as an Access control
Il. BACKGROUND TOSHIBBOLETH AND ADVANCED Decision Function (ADF). The PEP ensures that allestputo
AUTHORISATION INFRASTRUCTURES access the target are run through the PDP and thecR81®
To understand the impact of Shibboleth technologies the authorisation decision on the request based ofiextion
Grid security it is first necessary to have an agptien of the of rules (policies).
interactions that typically arise with Shibbolethh#v a user  To make this structure scalable and easily applicalitg@rwi
attempts to access a Shibboleth protected servi®enrice a Grid environment, a generic API [15] to model BteP has
Provider (SP) more generally, they are typicallginected to been proposed and created by the Authorisation \Worki
a WAYF server that asks the user to pick their honeatity Group of the Global Grid Forum (GGRwyw.ggf.org. The
Provider (IdP) from a list of known and trusted sitdhe specification of this API is an enhanced profile lué DASIS
service provider site already has a pre-established tr8&ML v1.1 specification and defines a message exchange
relationship with each home site, and trusts thmégite to between a PEP and PDP consisting of an
authenticate its users properly. AuthorizationDecisionQuery going from the PEP to the PDP
After the user has picked their home site, their browse and a returned assertion containing a number of
redirected to their site’s authentication server, argLDAP AuthorizationDecisionSatements, e.g. boolean decisions
repository, and the user is invited to log in. Afseiccessful stating granted or denied.
authentication, the home site redirects the user tmatthke SP ~ Through this API, a generic PEP can be achieved twhic
and the message carries a digitally signed Secusgerion can be associated with arbitrary Grid services. Tifmtlser
Markup Language (SAML) [4] authentication assertiothan developers having to explicitly engineer a RBFa per
message from the home site, asserting that the user has bpplication basis, the information contained withine t
successfully authenticated (or not!) by a particaleans. The deployment descriptor file (.wsdd) when the service is
actual authentication mechanism used is specificaddP. deployed within the container, is used. Authorisatitvecks
If the digital signature on the SAML authentication users attempting to invoke “methods” associatel thiis
assertion is verified and the wuser has successfudgrvice are then made using this deployment informatian
authenticated themselves at their home site, theBFhkas a contents (security policies) of the PDP, e.g. an EDA
trusted message providing it with a temporary pseudofty repository, together with the DN of the user themselve
the user (the handle), the location of the attrilautthority at Releases of the Globus software since GT3.3 have sugporte
the IdP site and the service provider URL that the wses this API.
previously trying to access. The resource site thenne the One authorization infrastructure that has been egtrid
handle to the IdP’s attribute authority in a SAMliriaute support this PDP is the Privilege and Role Management
guery message and is returned a signed SAML attribinérastructure Standards Validation (PERMIS) iritia
assertion message. The Shibboleth trust model is tlat @hww.permis.ory. PERMIS itself realises a Role Based
target site trusts the IdP to manage each user's agéisibuiccess Control (RBAC) authorisation infrastructureedfig
correctly, in whatever way it wishes. So the retur@#dML both a standards-based Java API that allows devealagfer
attribute assertion message, digitally signed by thgingr resource gateways (gatekeepers) to enquire if acpkmti
provides proof to the target that the authenticateer does access to a resource should be allowed, as well aedke |
have these attributes. The attributes in this assertipnthen tightly coupled SAML AuthZ API. RBAC systems support
be used tauthorise the user to access particular areas of tipgivilege management infrastructures (PMI).
resource site, in principle without the service fulev ever The relationship between a PMI and authorisationnislai
being told the user’s identity. to the relationship between a PKI and authentinatio
How returned attributes are used to make decisionbeanConsequently, there are many similar concepts in wee t
done in numerous different ways depending upon ttyes of infrastructure. Central to a PMI is theaidsf the
authorisation infrastructure used and the securityirements attribute certificate (AC), which maintains a bindibgtween
of the virtual organisation or service provider itstlimerous the user and their privilege attributes. It is simitanotion to
authorisation infrastructures exist today [5-9]. THeamtages the public key certificate in a PKI. The entity theigns a
and disadvantages of some of these infrastructures fublic key certificate is a CA; the entity that sigatsribute
described in detail in [10-13]. certificates is called an Attribute Authority (AAYhe root of
The Shibboleth model of security attributes beinguieed trust of a PKI is often called the root CA, whicmadelegate
to make an authorisation decision builds on the natisznal this trust to a subordinate CA; the root of trust d?PMl is
X.812 Access Control Framework standard [14] whiclindsf called the Source of Authority (SoA). The SoA mawéa
a generic framework upon which numerous authorisatisubordinate authorities to which it can delegate psva#



authorisation. Certificate Revocation Lists (CRLshich e subjects that can be assigned roles;
show a list of certificates that should no longer beepted as  «  Sources of Authority (SoA), e.g. local managers trusted

valid, exist in a PKI; Attribute Certificate Revomat Lists to assign roles to subjects;
(ACRLs) exist in a PMI. _ _  roles and their hierarchical relationships;

The critical idea in a PMI is that the access rigffita aser . \hat roles can be assigned to which subjects by which
are not held in an access control list (ACL) buthie privilege SoAs:

attributes of the ACs that are issued to the users.i§hl®e ., 5rget resources and the actions that can be applied
central idea behind RBAC - the privilege attribusell them:

describe one or more of the users rights and the ttarge, \hich roles are allowed to perform which actions on

resource will then rgad a yser’s AC 1o see if_ theyaiowed which targets, and the conditions under which access
to perform the action being requested. This de-asuphe can be granted to roles

user’s privileges from their local identity and alloasmore Roles are assigned to subjects by issuing them with X.509

dynamic and flexible approagh to access control. . Attribute Certificate(s). A graphical tool calledettPrivilege
Other RBAC based authorisation infrastructures incthde Allocator (PA) has been developed to support this gssc

Comm_“”iFy Authorisatiop Servi(_:e (CAS) [5] and thetMal 506 (oles are assigned, and policies developed, dhey
Organization Membership Service (VOMS) [6]. Thetal isitally signed by a manager and stored in one oremo
idea behind CAS is that while resource providerssgatify a | pap repositories.

coarse-grained policy, the fine-grained security @oli e PERMIS infrastructure offers very fine grained

decisions can be delegated to the administrator of thenrisation capabilities both in terms of policypeession
community that is served by CAS. Resource providemsilgr 5y enforcement. Policy editing tools allow for easy
privileges to the community and establish a trust @iaip - ye,/6/0pment of the XML based policies. These toolsehav
with the representative of that community. That espntative o, developed with HCI considerations includethoaigh

then uses CAS to manage the distribution of privilegiéisin |, "\ ote that the advanced MSc students at the Uity enf
the community. When a user wants to access resources Se@ﬂﬁggow raised issues with the tools, e.g. the XML that

by .CAS' the user i;gues a request to the CAS .serstg(u generated is inconsistent with the tool user interfaFor
their own X509 certificate). If the CAS server dexsdhat the example, the XML has attributes for “subject domainhilst

user associated with this certificate has sufficientilpdes, a 100l has buttons for “where are users from”.

then it will issue a proxy credential with an embedigbolicy With support for the GGF SAML AuthZ API described

giving t_he user the right to pe_rf_orm the_ requestetoas previously, PERMIS allows easy linkage between Grid
(assuming that the user has sufficient privilege). 0$er then Fervices and authorisation infrastructures.

uses these CAS credentials to access the resourceoddie
resource than applies its own local policy to deteamnihe
amount of access granted. Currently the primary resotinat 1. IMPACT AND CHALLENGES OFSHIBBOLETH IN THE
can be accessed through CAS credentials is gridFTP. CONTEXT OF THEGRID

VOMS is a system for_managlng authorisation data within Shibboleth offers numerous possibilities and poténtia
VOs and has gained widespread acceptance by the Hg&l

; . . vantages in the context of the Grid. Single signwvian
oriented Grid community. VOMS has been developed as Pduthentication at a home site and subsequent acceadce

of the European DataGrid pr.Oje(ﬁd(q'wpz'W.eb'cem'Ch/eolg'recognition of the authentication and associatedbates
wp2). The use of VOMS requires a VO admlnlstr_ator l@MEE o 0ased to remote sites is the most obvious advaritags.

a separate data_base for the VO'_ Each \_/O user is addbis users need not remember X.509 certificate passwords but
database and given the appropriate attrlbute_s ndedEtess require only their own institutional usernames/passsord
resources across that VO This ne_cessarlly places ge I‘F’\ﬁstitutions can establish their own trust federatiand agree
burden on each VO administrator, since not only MY . qefine their own policies on attribute released a
run their own separate databas_e, they also need tagman importantly SPs can decide upon what attributes &midte

and add all the VO members to it. values are needed for authorisation decisions.

Neither CAS nor VOMS is fully aligned with the The u : : s
. > . ptake and adoption of Shibboleth technologigsirw
Shibboleth model of security. VOMS is based upon Grid context is not without potential concerns heosve

centralised server based approach whereas a more scal les need to be sure that collaborating sites havpteio

Grid-like model should ideally be based upon a femera ; ; - L
P ; appropriate security policies for authenticationreBgth of
model. PERMIS when used for specification and e ' user passwords and unified institutional account managem

of _Itc))cal Se(_:u”t)l' ?fohues codmlblned W'Fh Sdhlbtr)n(életbr f are needed. Shibboleth is, by its very nature mucte rei@tic
attribute retrieval otfers a model more aligned wihie true that the true vision of the Grid, where virtual angsations

federated model of the Grid. X - L .
. . . (VOs) can be dynamically established linking disparat
The PERMIS RBAC system itself uses XML based polici mputational and data resources at run time. Instead

defining rules, spec_:ifying which access control deo'sigre hibboleth requires agreed sets of attributes that baea
to be made for given VO resources. These rules 'nCluﬁggotiated between sites

definitions of:




Ensuring that an institution in a Shibboleth federattan possess different values of thesluPersonEntitlement
guarantee the authenticity of a user when accessiegate attribute relevant to different resources.
resource is crucial to the overall principles upohiokh Each of these attributes can be used to provide the
Shibboleth and Shibboleth federations are based.htmt,s necessary information to SPs to make authorisatiorsidesi
institutions in a federation should trust one anotlteis the These attributes are versatile and likely to be gefficfor the
case however, that users at larger institutions mal vesle great majority of applications. Given the fact tkids form
numerous usernames and associated passwords that ére\Ss which themselves will have finer grained struciirii
to access a variety of services. This is the case at seems sensible that tbduPersonEntitlement attribute can be
University of Glasgow for example! To address this diesh used for this purpose. TheuPersonEntitlement attribute can
institutional user account management system base&ore utilise structured XML data representative of largalesrid
technologies  yww.novell.com/solutions/nsuye  which infrastructure users and IdPs. This might include theth&y
handles authentication and attributes is being eadlam the are involved in, the roles that they might havehat tVO etc.
GLASS project [16]. Through this system, a one to onelt is important to note that these attributes are stiitic
representation between each user and their corresgondefined and agreed upon between the institutionsr gdo
entry in the Human Resource/Registry database — ftbemulation of VOs or requests to access Grid resourges,
definitive sources for data will exist. This will supp@n they are based upon statically defined PMIs. The JISC
agreed standard for unique identifiers for each useoumt DyVOSE project [19] has developed solutions whiclowll
with an agreed password policy, e.g. on password skrendor the dynamic creation and acceptance of attrioutéis is
and agreement of the definition of department/fgcatides more aligned with the dynamic creation of VOs acrGssl
where user accounts should reside. infrastructures where dynamic delegation of privdlegs
As well as authentication information, SPs are liklly supported. As the complexity and number of securiticies
need further information in order to allow (autlsa) access increases, the ability of a given SoA to delegateaesipility
to specific services. In the context of the Grid, membip of to others is necessary. Through extensions to the PERMIS
the University of Glasgow will not normally be suffinoie software, DyVOSE now supports dynamic delegation of
information for a decision on access to a specific Geivice authority whereby Grid sites can allow an attribatghority
hosted and managed by a given VO. controlled by an external SoA to be delegated thiétya to
The eduPerson efforts [17] have identified a core set ofissign roles meaningful to a home SoA [20]. Througs
attributes that may be of use within an academic enmient. remote Grid user can hold a role based in their home
The JISC Blueprint for a Production Federation [h8% also institution that will allow access to the potentiallgmote
explored some potential attributes of relevanceh® WK service provider Grid resources.
academic community. A small core set of attributes isPerhaps the biggest challenge in moving from static
recommended for IdPs to support that SPs can subssqueshibboleth federations with pre-agreed sets of atetbu
use for authorisation decisions. It is essential thatross the federation to more dynamic Grid-like virtua
interoperability exists between attribute authoritissuing organisations supporting dynamic PMI infrastructuresh wi
attribute assertions, policy writers defining accesdcips, VO-specific attributes being created and recognised is
and access decision functions that make decisions basedamantic one. Remote policies defining rules and régonk&a
the initiator’s attributes and sites target and resopaley. in terms of roles, targets and actions on those remote
The overlap between Grid technologies (requiringhim first resources requires tool support that can facilitateligmovery,
instance attributes for identification) and Shibboletassociation, merging and promotion or suppression dfiesl
technologies is required. denoting user privileges between sites. In static detegdhe
The eduPerson attributes that have been recognisedrodss at the remote institution would need to be haritten
providing the necessary core functionality for IdPd &®s in into the policy at the home institution. Dynamic etgtion
the UK academic community include: factors away the role assigning powers to subordinate
« eduPersonScopedAffiliation: which indicates the user'sauthorities, which may delegate the ability to asdioeal
relationship (e.g., staff, student, etc.) with thgtitution;  roles to remote attribute authorities, and vice vefdas a
« eduPersonTargetedID: is needed when an SP is presentdalasgow “Student” role may be assigned to Edinburgh
with an anonymous assertion only, as provided Kyomputing Science users, so they may access the Glasgow
eduPersonScopedAffiliation. In this situation it canfos  resource without the Glasgow SOA knowing about any
example provide usage monitoring across sessions. Hinburgh roles. This trust relationship is agreed fe¢fand,
eduPersonTargetedID attribute provides a persistent usewhere it is implicit that the role of Student at &aw and
pseudonym; Trainee say at Edinburgh are equivalent. Compleggdgion
« eduPersonPrincipalName: is used where a persistent usegllows new intermediate roles with less privilege tlila@ir
identifier, consistent across different services, isiade ~ superior role to be defined and assigned to rematibute
« eduPersonEntitlement: enables an institution to assert thatuthorities. This Delegation Issuing Service to suppodh
a user satisfies an additional set of specific camitthat dynamic creation and recognition of attribute ciifes has

apply for access to a particular resource. A user ma§en implemented  and available for use
(Www.openpermis.org This software is currently being used




within the last phase of the DyVOSE project to dyitatty
link the security infrastructures used for teachin@ktsgow
and Edinburgh universities [21,22].

by everyone. This set-up was used to illustrate theofise
RBAC, where users are allocated privileges based cat wh
role they have been assigned rather than their losafr
credentials. The students were also requested to stmire
service using Globus GSI and also with PERMIS.
Performance aspects and benchmarks for the speedeof th
There is much effort to reconcile the Shibboleth éitl different systems were recorded by the students aed ar
worlds. The GridShib project [23] and the two regefinded documented in [10].
JISC projects: ShibGrid [24] and SHEBANGS [25] are The basic Shibboleth scenario currently supported in
exploring use of Shibboleth and Grid. The GridShibject is DyVOSE demonstrates how the Grid based search and sort
focusing upon identity federation between the Gritll aservice can be securely accessed and used via Shibbolet
Shibboleth communities. In real terms the GridShibgujs technologies. Specifically it supports scenarios destmating
looking towards Grid (GSI) based authentication fed by how the attributes related to users being members of
Shibboleth based retrieval of attributes for makingudentteaml (or studentteam?) are returned from the IdP at
authorisation decisions. It is important to note thia¢ tNeSC Glasgow and used to restrict access to the setséte i
GridShib project does not directly address Shibbositigle (which has been deployed as a portlet in a GridSpivete
sign on to Grid infrastructures. The ShibGrid angortal). In supporting this scenario we have utilisibe
SHEBANGS projects are both looking at supporting séesa PERMIS Shibboleth Apache Authorisation Module (SAAM)
where Shibboleth is used for single sign-on and accei®et module [27] which allows use of the PERMIS infrasture
NGS, both with MyProxy [26] at the core. The Natbm- to make authorisation decisions, as opposed to the rexisti
Science Centre at the University of Glasgow has ssfaly Apache authorisation moduledd_auth_ldap). Currently the
applied and integrated Shibboleth and Grid techgielin IdP returns two attributes: the role that the studeas
several projects. We provide an overview of somehefit (studenteaml) and the DN. These attributes are then used and
here. linked through the SAAM module to make authorisation
We note that in all of the explorations of Shiblbole decisions.
outlined below we have been part of the UK federatiosted = To support the Grid aspect of this system we utilised serve
EDINA at the University of Edinburghwivw.sdss.ac.uk certificates to overcome the issues in creation ofxypro
certificates and for submission of jobs via Grid servicethe
. Condor pool at NeSC. Thus client side certificates raoe
A. Background to DyVOSE Project required. Fig 1 shows the GUI and the Shibbolettibates
The Dynamic Virtual Organisations for e-Sciencéhat have been returned when using the system. Here w
Education (DyVOSE) project was funded as one ofMi®&C retrieve the distinguished name of the user and tthibutes
Core Middleware projects focusing on advanced securibdicating which role(s) the person has in this fedenat
infrastructures in the education domain. The basmdeh These attributes are dynamically retrieved by thibl®ieth
being explored in DyVOSE of sites having their ownusiég infrastructure and used by the local security infrastme to
authorisation policies and associated attributes is wargh allow or deny access to the Grid service portlet.
consistent with Shibboleth where there will likelg beveral |-
authorities that assert attributes for users. Variousagmn
will then write their own authorization policiesd®l on such
attributes.

IV. INTEGRATING SHIBBOLETH AND GRID INFRASTRUCTURES
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From the user perspective, this infrastructure provielesPERMIS authorisation server maintained by the prdjesm,
simple model for access to Grid resources. Throughwaere secure attribute certificates are used to store
common understanding of the roles needed and bast tinformation about the roles/privileges a user has.
relationships between sites, single sign-on with fingined Three computational security policies (which are erdd)
authorisation can be achieved. were supported:

B. Background to BRIDGES Project

The BRIDGES project (Biomedical Research Infornmtic
Delivered by Grid Enabled Services [28] recently pteted
at the end of 2005 and involved the universities tafsGow, .
Edinburgh with the industrial participation of IBBRIDGES
was a core project of the UK’s e-Science Programmechiat
developing Grid-enabled bioinformatics tools to support
biomedical research. The primary source of use cases in
BRIDGES was from the Wellcome Trust funded
Cardiovascular Functional Genomics Project (CFG) [29] .
large collaborative study into the genetics of hygrsion
(high blood pressure).

BRIDGES aimed to aid and accelerate such research by
applying Grid-based technology. This included data
integration tools and support for compute intensive
bioinformatics applications such as Basic Local Alignment
Search Tool (BLAST). Solutions were developed which
provide simplified access to and usage of range oélacgle
compute resources including all nodes of the UK Nation
Grid Service, the ScotGrid cluster at the Universify
Glasgow fwww.scotgrid.ac.uk other HPC clusters at
Glasgow University and a collection of Condor po88][

One of the project requirements was that user
authentication should not cause any additional legrror /
usability overheads for the users. Biology end usergeran
widely in computer literacy and therefore systems mliog a
single mechanism for users of all abilities should ainthe
lowest level of literacy. It was therefore decidedremove
digital certificates from the end user environmenoggther
and replace them with simple username and password
authentication at a central project web portal (Beg 2). Fig 2.
Authentication at Grid sites such as the NGS is insbeang
carried out by means of a host proxy generated frarQrid

\
end user

If they are unknown users the job will only be
submitted to the local Condor pool (we allow anyone
access to the portal, however we restrict what they
are allowed to do once there).
If we recognise the users but they do not havea loc
ScotGrid account the job will be submitted to the
Condor pool and NGS (we currently use all of the
NGS nodes and are helping to define the generic
datasets and services for the wider life science
community on the NGS).
If we recognise the users and they have an account
on ScotGrid then the job will be submitted
potentially to the Condor pool, the NGS and to
ScotGrid (based on job numbers).
NeSC grid server
with host

credentials
make host proxy,

. ———> authenticate with
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password only == _ NGS clusters
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BRIDGES web portal

EEE

NeSC machine with
PERMIS authorisation
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Usage of Server Certificates for Job Subimisento the Grid

The selection of where to submit jobs is based on

server's host credentials. The host's identity is thenpaap availability of resources (which is established dynaftyira
locally to a project account in the local grid-mépfon the This model of security through portals and serverifazates
remote Grid nodes. Thus, all jobs run under the prejects one way that increased security can be achievedods
identity on the NGS resources, and the logging af@me with certain constraints however on the Gridiegpbn
monitoring of user activity has to be moved up onellésto developers. We are required for example to keepck of the

the domain of the BRIDGES support staff.

users that are submitting jobs (logging of all actithyough

We note that whilst we have removed the need foreJk the portal is recorded and kept). The dangers thghtmi
Science X.509 certificates from the biological ersrs, we Otherwise arise with usage of server certificates jiy
have not omitted security. Rather, we have defined agtbmission by anonymous end users (from the point of view

enforced a much finer grained security model. Fompte,
once a user has logged in to the portal, they hasesado the
complete set of tools available on the project portak finer
grain control of what back end resources associatéiul avi
tool are accessible for a given user is implementenigir the
Grid authorisation software PERMIS.

In the original implementation of BRIDGES as degétin
Fig 2, the identity of the user submitting the jotsvextracted
from the portal context, and passed on with the jajuest.

service.

of the Grid resources the jobs are submitted to)ranémal
however.
themselves at the portal via a username and password are
given access to a fixed set of portlets such as theBEAST

Users that have successfully authenticated

Should a security breach occur and another

masquerading user has managed to authenticate aorta¢ p
interface, the worst that can occur is that they beél allowed
to run many BLAST jobs for example.

This solution is unlikely to be suitable for many Grid

The Grid server sends a lookup request to a dedicat@gearchers who need to compile and tinker with tteites



on the Grid resources. However there are many other V. CONCLUSIONS

researchers (not explicitly Grid-researchers) thajuire  The access to and usage of Grid infrastructures nedus to
simple, secure access to large scale Grid infrastrlscturm_n made as simple as possible for end users, especiallyTnon-
known services. Given the number of UK e-Sciencgecialized scientists. Shibboleth provides — from tieuser
certificates that have been issued (approx. 3500} dear perspective! — a simple way in which these resourcesean
that simpler services tailored to the scientific commyuwith  accessed and used. Through local institutional usernantes
minimal/no Grid learning or overheads are needeengage passwords access to (authentication) at remote sitem whe
with the much larger research communities. For examplegeration can be supported. Finer grained authiizaan
there are over 3 million Athens accounts from ove®@0 e seamlessly provided through the release and aocepté
organisations across UK acad§m|a. BLAST is one exaniplege necessary pre-agreed security attributes. Combthiag
such a service. There are likely to be many otheh Sugith Grid server certificates (which overcome thetrietion
solutions both within the life science as well as oteeearch g ysers possessing and managing their own user ceesficat
communities. ) . . or approaches where sets of managed certificatesisae
_The Shibboleth enabled version of the Grid BLASIWE® \yhich are allocated to users when they access thal (foia
did not require users to log in to the project poifttead the ghipholeth) provides a model where simple, accessisage
users were required to log in to their home identityvider s supported. We are currently exploring this lattedet and
and the attributes that were returned were usednfor@ catering for scenarios where the scientists might themsel
subsequent authorisation decisions. We note thathieisdse pave their own X.509 certificates, building upon My®y
that BRIDGES VO specific attributes could be defi@dl pased solutions for credential management at the dadtlof
returned, however provided the Distinguished Namehef the portal. Implicit to all of this is usability and kiag the
user is returned from the identity provider PERMISite 10 system security as easy to use as possible for the end use
make an authorisation decision on the resources tleat faking heed of previous lessons learned in security
available to that user. technologies [31].

_ This model of applying Shibboleth where the usertilen  ysapility of security infrastructures and usability ofid3
is returned and subsequently used to make authorisafigéye generally is fundamental to the success of erBeiand
decisions, raises issues in the application of ShiboRdr o_Research efforts. Why should a biologist apply fut take
example, it is typically the case that Shibbolethgesia based care of their own X.509 certificates when all thesally
on user anonymisation and privacy. For Grid serviogifers, require is to run BLAST on free, national HPC researc
this model may not be the best approach to encourel® W  To support this, a common understanding of the sgcurit
uptake by the Grid community, e.g. where fine gedinser attributes and their values are needed to be underspsites
specific accounting and monitoring for access to@sage of inyolved in a Shibboleth federation. A core set déiRerson
Grid resources is needed. attributes is being explored across UK academia andldho
be endorsed more widely. This federated model is alsedba
upon trust. Ensuring that sites take all appropriatzirgy
measures for authentication and authorization is akutime
will tell how this level of trust is upheld (or notgnd the
potential ramifications.

It is our intention to explore Shibboleth based asdes
Grid resources in several other domains where advanced
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status (see above for codes). security is essential including the clinical trialsmdon and
Humer a Jobs submired: 3 electronics domain in several large projects at thgoNal e-
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Science Centre at the University of Glasgow [32-35].
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Fig. 3 Shibboleth enabled large scale BLAST jobnsiskion (running 30,000
jobs) across numerous large scale clusters andrttegiitoring

was funded by a grant from the Department of Trade and
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