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Executive Summary

Security underpins Grids and e-Research. Withawtbast, reliable and simple Grid
security infrastructure combined with commonly aated security practices, large
portions of the research community and wider ingustill not engage. The
widespread acceptance and uptake of Grid technatagyonly be achieved if it can
be ensured that the security mechanisms needagppmr Grid based collaborations
are at least as strong as local security mechanishe predominant way in which
security is currently addressed in the Grid commyuns through Public Key
Infrastructures (PKI) to support authentication. iMthPKIs address user identity
issues, authentication does not provide fine grhinentrol over what users are
allowed to do on remote resources (authorisatiam), as such this model of security
does represent a weakness and potential threatistng security infrastructures.
Understanding these issues and trying to balarera thith good practice needs to be
recorded and documented for the wider community.

Authorisation infrastructures offer solutions tastlsecurity limitation, however
there are many authorisation infrastructures abklaoday but little consensus on
which is most suited for which purpose. We prowatgeoverview of some of the most
prominent of these infrastructures in this reparig our experiences in applying them
at the National e-Science Centre (NeSC) at the &sity of Glasgow.

Underlying a large part of the problem in develgps®cure Grid infrastructures is
lack of standards, or rather lack of consensusimptementations of standards. With
the move of the Grid community towards web senbesed solutions and service
oriented architectures, a multitude of securityndtads have been proposed and
various roadmaps for delivery and implementatiovegi We outline the reality of
web service security standards and their implentent today based on currently
agreed roadmaps. Past experience has shown howeatesuch roadmaps provide
only a general guideline as opposed to concretespiar development, release and
implementation.

In addition to this, the UK academic community igrently in the process of
deploying the Internet2 developed Shibboleth tetdgies to support local (existing)
methods of authentication for remote login to reses. Through the Shibboleth
model, sites are expected to trust local secumyastructures for example in
establishing the identity of users (authenticatiamd their associated privileges
(authorisation). We discuss the likely impact timsdel will have in the context of the
Grid, and outline potential solutions for harmongsthe Shibboleth and Grid worlds.

Whatever solutions are put forward for Grid segurihey have to be tailored to
the end user research community needs. It can dtedsthat the existing Grid
community have until now largely been IT-centrielBions for the less IT-focused
and more research oriented community are requifdd; should a biologist require
training on Grid infrastructures or security middée when all they require is access
to a BLAST service across HPC resources such aNldtienal Grid Service (NGS)?
We outline solutions at Glasgow that have been fpuvard which meet these
requirements.

In summary, this document serves several purposes:

» to give a snapshot of current practices in Griduggcand the potential issues
that arise from them in terms of acceptance by wider e-Research and
infrastructure (system) support community;

* to give an overview and assessment of the varioigs<@curity infrastructures
and middleware solutions that are available toGhd community today;
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» to give an outline of developments related to tmeerhet2 Shibboleth
technologies and the impact they will have on tlay rid based research is
currently undertaken across the UK academic arena;

* provide an overview, assessment and categorisafioveb service standards
and initiatives in the Grid security area and tipaitential impact;

» to provide a basic set of recommendations that bbeafpllowed to ensure that
Grid facilities are made as secure as possiblethiegevith recommendations
on what should be done in case of security breaches

Throughout this document we draw on examples tgbhilng real experiences taken
from a selection of security focused e-Sciencequtsjat the NeSC at the University
of Glasgow. These are representative examples andod attempt to address all
issues associated with Grid Security.

It should be noted that the opinions expressetigreport are my own. It is also
worth noting that the NeSC at Glasgow has an agipdic-oriented focus and as such
is not expressly a security middleware developerstvbf the Grid research and work
at NeSC Glasgow is targeted at security, espediallye e-Health domain.
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1 Introduction

Fundamentally Grids are about sharing resourceth iMs in mind, it is essential that
security is ensured, both of the underlying systeand of the Grid infrastructures and
applications running on top of them. This is espicthe case as the Grid community
moves from the academic, research-oriented backgrém more commercial arenas,
and especially when one moves towards more sectodysed domains such as
finance and e-Health. It is the case in computeursty that the weakest link rule

applies; this fact is magnified by Grid infrastuiets due to their openness. Highly
secure multi-million pound compute facilities ca@ tompromised by inadequately
secured remote laptops. Rigorous security procedateone site can be made
redundant through inadequate procedures at ancdhaborating site.

This problem is due in part to the lack of granityain how security is currently
considered. Grid security is still primarily basaund Public Key Infrastructures
(PKIls) which support validation of the identity afgiven user requesting access to a
given resource — so callemuthentication There are several key limitations with
authentication based approaches to security. Mgsbitantly, the level of granularity
of security is limited. There is no mention of wiia¢ user is allowed to do once they
have gained access to the resource. For exam@es aan in principle run arbitrary
applications, starting a variety of local processks reality, a set of existing
applications and infrastructure are often pre-dggdoacross the Grid nodes, hence
the issue and risks of uploading executables isnisimed. However, given the fact
that common compilers for C++ etc are commonly latée on these resources, the
possibility to compile arbitrary code and run exables spawning arbitrary processes
exists. There is typically no security middlewargdoecement on what processes can
be started, by whom and in what context, other thanlocal enforcement given by
the privilege associated with the local account. the Grid community moves
towards more security focused domains such as #F;lsach a model will never be
supported. Thus it is unlikely ever to be the dase the UK National Health Service
will allow access to one of their servers behingirtiirewalls to run arbitrary code.
We provide an overview of PKIs in chapter 2 andriwe general processes that are
necessary for a PKI to function. The issues ardlpms with PKls that deter large
sets of the research community from engaging witld Based e-Research are also
outlined.

In chapter 3 we focus on what a future Grid seguréamework should include
and associated practices that may/should be fotlowkhe termspractices is
important here since security is a large area amiges numerous challenges
especially with the open nature of Grids. Secustgbsolutelynot just a technology
issue. To paraphrase Bruce Schnéierif you think that technology can solve your
security problems then you don’t know enough alieeittechnology, and worse you
don’t know what your problems are...”

Risk analysis is one way in which potential segutiireats can be quantitatively
and qualitatively assessed along with the likelth@d their occurrence and plans to
limit their potential damage or minimise their charof occurrence. We provide an
outline of a risk assessment exercise that wasrtaie at the NeSC in section 3.1.
With the open and collaborative nature of Grids;hsuisk assessments exercises,
should in principle, be performed by all collaborat There are no mandatory risk

1 Bruce Schneier, Secrets and Lies in a Digital Neted World.
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assessment procedures and practices that havebetrward across UK e-Science
right now. Rather, such activities and recommemodathave largely been in what can
best be described as informal or ad-hoc. That sa&ddo note that incident response
processes have been set up at the Grid Operatioppo8 Centre ww.grid-
support.ac.uk but these are primarily for post-security bresch

A fundamental property of any future Grid secuiitfrastructure is that it has to
be simple — at least from the end user resear@rspective. We provide an overview
of solutions from projects at NeSC in section 3tere we have engineered solutions
which minimise the learning curve associated witid@chnology and undertaking
Grid based research.

The security framework for the future Grid securityrastructure of tomorrow
needs to meet numerous requirements. It need&eoota board advances in security
solutions such as advanced authorisation infrastres which allow defining and
enforcing “what” end users are allowed to do orambn resources thereby providing
finer grained models of security. We provide a shap of some of the most
prominent security infrastructures in section 3.3.

This Grid security framework needs to provide soha that are harmonised with
other security mechanisms being deployed by themadademic community, e.g. the
Internet2 Shibboleth software which is currentlyinige rolled out across UK
academia. Understanding and adapting to the pamadsfift associated with
Shibboleth-based security needs to be definedarctimtext of the Grid. We outline
some of the issues and proposed solutions to incatipg Shibboleth and Grid
technologies in section 3.4.

It is also still the case that the coupling of Gseturity technology and the more
general issue of managing the security of the uyiderfabric has not been resolved.
It is still the case for example that a single sé@ jeopardise collaborating sites if it
does not take all appropriate measures to ensui@nin security. Ensuring all Grid
nodes have the necessary OS and/or Grid middlepaobes and the most up to date
antivirus software protection is something that wil now has been left to the
individual sites across wrtual organisation(VO). This is something that cannot be
left to chance however. It needs to be manageldeaVO level. Grid based systems
dealing with medical records or other highly semeitlata sets demand that resources
are protected as far as possible. It is the cadehie middleware solutions up to now
have been primarily targeted at isolated aspect$&wd security, e.g. advanced
authorisation, or given e-Research projects hawsed on specific aspects of
security and tools of relevance to their needs. &¥plore the issues and outline
potential solutions to addressing this integrated Gecurity in section 3.5.

With the move to service oriented architectures aeld services within the Grid
community, much of the implementation of the fut@ed security infrastructure will
be driven by web service security standards. Itice@d.5 we look at existing web
service security standards and outline their cdantstatus (including whether they
have been implemented yet or are still being dsedisand the likely impact they will
have.

Finally in chapter 4 we provide various recommeiuatet on Grid security that the
JISC, JCSR and wider Grid community should consaaher potentially adopt.

National e-Science Centre - University of Glasgow eFagf 45




2 Security Practices Today

Most Grid solutions today are based upon X.509ifeztes to support public key
infrastructures. We provide a brief overview ofsaenow. More information on PKIs
is available through the JISC funded TIES proj@tEF]. The JISC funded ESP-Grid
project [ESP] is also exploring the PKI technolagyd the extent to which it meets
the needs of the Grid community.

2.1 Public Key Infrastructures (PKI)

Cryptography is one of the main tools availablestpport secure infrastructures.
Using cryptographic technology, confidentiality da@ established by encrypting and
decrypting messages and their contents. Encry@mah decryption are done using
keys. When these keys are the same, this is cafledhetric-key cryptography.

Public-key cryptography uses different keys: pevand public keys. Messages
encrypted with a public key can only be read byiratividual who possesses the
private key. Any user can direct a message to avhkndestination, knowing that it
can't be read by anyone else, simply by encrypiingsing the public key of that
destination. The owner of the private key can gpicryessages with that key, and the
receiver of the message can be sure that it wasbgetihe owner of the private key.
Both public key agreement and public key transpeed to know who the remote
public key belongs to, i.e. who has associatedapgikey. The public key certificate is
the mechanism used for connecting the public kehéouser with the corresponding
private key. Public key certificates include a Digtiished Name (DN) which can be
used for identifying a given user.

A PKI is responsible for deciding policy, managirapd enforcing certificate
validity checks. The central component of a PKai€ertificate Authority (CA). A
CA is a root of trust which holders of public andvpte keys agree upon. CAs have
numerous responsibilities including issuing of ifiedtes, often requiring delegation
to a local Registration Authority (RA) used to peothe identity of users requesting
certificates. CAs are also required amongst othllengs to revoke older or
compromised certificates through issuing CertiicRevocation Lists (CRL). A CA
must have well documented processes and practities wmust be followed to ensure
identity management.

Various PKI architectures are possible and thectiele of which depends upon
numerous factors. Whether numerous CAs are to usteti? How important to be
able to add new CAs? What kind of trust relatiopshéxist between CAs?

The simplest PKI involves a single CA which is tags by all users. With this
model, users only accept certificates and certéicavocation lists issued by this CA.
This model makes certificate path analysis easgesthere is a single step from a
certificate to the CA who issued it. One dangethid PKI infrastructure is that the
CA is single point of failure. Thus if it is comprnised, then potentially all certificates
that have been issued are compromised, requirihgisgrs to be contacted and
certificates revoked. The ramifications of suchoapromise would be catastrophic
with potentially all resources that had been a@mssing certificates issued by this
CA having to be completely reinstalled (in casekidaor software solutions had been
installed). Perhaps more of an issue would bedfel lof trust and how Grids using
PKls were perceived by the wider community.

Other more complex PKI architectures also exist. &@mple, users may keep a
lost of trusted CAs. However, issues such as howelotrustworthy one from
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untrustworthy one arise? Hierarchical PKIs whermerdghare chains of trust between
the CA, sub-ordinate CAs and users may also €kiis model allows limiting the
damage caused by a compromised subordinate CAs iTha subordinate CA is
compromised then only the certificates issued ®mtHor their subordinate CAS)
need to be revoked. Other more complex architestexést again, such as meshes of
PKls where trust relationships (webs of trust) established on a peer-peer basis.
This model often requires bridging solutions [PH)Between CAs and results in
certificate paths that are harder to establishterglly containing loops.

The PKI architecture chosen for UK e-Science isetlagn a statically defined
centralised CA with direct single hierarchy to @sérhe typical scenario for getting a
certificate is depicted in Fig 1.

2. Check details of reques - )
1. Request certificate (and generate private key)

4. Download and install certificate in browser

5. Download and install CRL

A 4
‘WA User 6. Export certificate to various formats

> e.g.as Grid certificate
Fig 1. Scenario for Obtaining a Grid Certificate

Researchers wishing to gain access to Grid resspusgch as the NGS
(www.ngs.ac.ukin the first instance have to acquire a UK e-8c&eX.509 certificate
issued by the centralised Certification Authorit¢A) at Rutherford Appleton
Laboratory (RAL) (www.grid-support.ac.uk/gaThey will thus apply for a certificate
via the Grid Support web sitevfyw.grid-support.ac.uk The CA will then contact
their local Registration Authority (RA) who will iturn contact the user and request
some form of photographic identification (such agassport photo or university
card). Once the identity of the user has beeniedfithe RA contacts the CA who
subsequently informs the user (via email) that rthesrtificate is available for
download. The user downloads the certificate arsb@ated certificate revocation
lists into their browser. Once in their browsentlae required to export it to forms
appropriate to the Grid middleware.

We note also that certificates can also be acquiied both users and
servers/machines. Server certificates combined gatle Grid services can allow for
simpler security solutions to exist for the widesearch community. We explore one
implementation of such a simplified model of setyuim section 3.2.

The main benefit and reason for the widespreadpsanee of PKIs within the
Grid community is their support for single-sign dmus since all Grid sites in the UK
trust the central CA at RAL, a user in possessibamX.509 certificate issued by
RAL can send jobs to all sites, or rather to aksiwhere a user has requested and
been granted access to those sites. Typically @fitihus based solutiorgatekeepers
are used to ensure that signed Grid requests &de Ma. from known collaborators.
When this is so, i.e. the DN of the requestor i locally stored and managgdd-
mapfile then the user is typically given access to tlwallg set up account as defined
in thegrid-mapfile
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2.1.1 Problems with PKls

As stated, researchers wishing to gain accessitbr€sources such as the NGS in the
first instance have to acquire a UK e-Science X.m@@tificate issued by the
centralised CA at RAL. This process itself is offtfing for many of the wider less-IT
focused research community since it required thentdnvert the certificate to
appropriate formats understandable by Grid (Globmsjidleware, e.g. through
running commands such as:

$> openssl pkcs12 -in cert.p12 -clcerts -nokeys usercert.pem

Such requirements are likely to dissuade less Vinsaesearchers from engaging —
especially as openSSL is not commonly availablglatforms such as Windows. We
note that the Certification Authority now suggests researchers with Windows
based PCs that they can wuse a Windows openSSL bas#dtion
(http://www.openssl.org/related/binaries.hralt this in turn requires them to install
and configure additional software etc. In someuwritstances this is not possible, for
example if they do not have sufficient privilegestbeir PC (root access etc) — a not
uncommon practice in certain departments and fiasulit Glasgow University for
example. In this case the researchers will insteaek to refer to a local system
administrator to help with the installation and ftgaration.

Assuming researchers have managed to obtain diczdi which they have
converted into the appropriate format, they are txpected to remember strong 16-
character passwords for their private keys withrdfmmmendation to use upper and
lower case alphanumeric characters. The tempt&iovrite down such passwords is
apparent and an immediate and obvious potentialrisgonveakness. Alternative,
judgement based personalised authentication schdraesng upon user knowledge
bases are one way in which such issues can bevedsbut as yet still largely a
research area [LRA,KR].

This process as a whole does not lend itself towtter research community
which the e-Science and Grid community needs tohreait to and engage with. It is
a well known adage that the customer is alwayst.rigisability and addressing
researcher requirements is crucial to the uptaklesacess of Grid technology. End
user scientists require software which simplifiesit daily research and not make this
more complex. Given the fact that the initial usgperience of the Grid currently
begins with application for UK e-Science certifesitthis needs to be made as simple
as possible, or potentially removed completely.ndces where local IT staff can
apply for batches of certificates for local usersl greinstall and configure their
environments for immediate usage on the Grid aeepmssibility. As part of the Grid
Computing module taught at Glasgow University, lovertificates were issued to
students and their environments configured accghgdinAlternatively, solutions
which do not require any user certificates repres@other possibility. We explore
different models and systems implemented at Glasgaections 3.2 and 3.4.

There are other issues with PKls and Grid certiéisaas currently applied in the
UK community. Thus for examplgrid-mapfiles are currently manually updated and
managed based upon individual user requests. 8otusuch as VOMS (discussed in
section 3.3.5) offer capabilities for dynamicallypdating grid-mapfiles across
multiple Grid resources. The dynamicity of this mah approach is also not
conducive to the Grid-idea for establishing newrsterm VOs. Instead users have to
statically have their DNs registered at collabom@ites which have previously made
available/allocated local accounts.
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Another issue with this approach is the human sitennature of authentication
utilising a centralised CA. Once the Grid scalesrtany hundreds of thousand or
millions of users (there are currently over 3 roilli Athens accounts across UK
academia from over 2,000 organisations to put tim® context there are
approximately 1800 UK e-Science certificates thetehbeen issued right now) this
centralised model of certification is likely to fesgcalability issues when the Grid is
rolled out to the wider community, e.g. to indusaryd larger groups such as students
taking Grid/e-Science courses.

The fundamental issue with PKIs however, is tr8ges trust their users, CAs and
other sites. If the trust between any of thesadakdn, then the impact can be severe,
especially since users are currently free to caangiid run arbitrary code. With the
now global PKI and associated recognition of indé#ional CAs through efforts such
as the International Global Trust Federationw{v.gridpma.conj this basic trust
model is naive. Practices and solutions which h&dge Grid infrastructures safer are
thus required.
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3 Security Practices Tomorrow

In this chapter we outline various mechanisms taat be employed to make Grids
more secure.

3.1 Risk Assessment

With the open nature of the Grid, there is alwdnesgotential knock-on effect when a
site is compromised to collaborators (and collatwwsaof collaborators) as well as the
risk to immediate projects that a given site migatinvolved in. Risk analysis can be
used to better understand, protect and prepaefsit@otential security breaches.

A risk analysis will normally involve several stage

» identify all information and resources that neexlbe protected;

» identify all sources of risk;

» determine the probability of occurrence of eack riem on each protected
item;

e quantitatively and qualitatively assess the likiehpact on the sites’ business
of the occurrence of each risk item on each preteitem;

» identify actions that can mitigate the effects aflerisk item;

» guantify the cost of implementing mitigating acton

Once all of these stages have been documentedmietb decisions about which
mitigating actions to implement for each proteciégin can be made. A risk
assessment at the NeSC was undertaken in 2003e Meee many recommendations
related to physical security and general workingcpces to prevent potential theft of
equipment for example which have subsequently i@hemented. The key risk it
was deemed was from the wideternet and Gridcommunities. Both internet and
Grid were considered since the two cannot be wesg¢parately. Highly secure Grid
middleware solutions can easily be made redundant poorly configured firewalls,
web services or general practices. The key corarigdio this risk assessment were:

1. It is absolutely paramount that Grid resources pridate keys should not be
compromised. Compromise of private keys can reedilly only occur if the
encrypted private key files are copied and passsvard stolen.

2. Password cracking software should be used to teststrength of existing
passwords, e.g. Grid user credential passwordasswords used for ssh (if this
has not been disabled). Users should be adviseckdmately to change their
passwords if necessary.

3. Backup copies of “strong” passwords should be dtadeally in a fireproof safe,
not in the same physical location as the encryptagte keys. Passwords for user
keys should NOT be written down and absolutely NRV&ritten down next
to/near to the machines where the user keys ate kep

4. User keys should NOT be kept on laptops which aedlelsewhere, i.e. outside
of NeSC. If this is needed, e.g. to demonstraténsoé at a conference, then a
copy of the keys should be kept separately fromlapéop, e.g. on an external
data storage device.

5. All machines of NeSC should be regularly updatetth whe newest virus detection
programs and latest patches for software fixess hould ideally be done on an
automated basis, e.g. when users log in. NeSC gegsoshould also ensure that
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they run firewall software on their laptops wheedsutside of the university.

6. NeSC should follow guidelines put forward by grogpgh as the UK e-Science
Security Task Force (STF) on how to set up firesvad run Grid software.
Restricting the services that are available on dbevers is also essential (e.qg.
disable Telnet, Rlogin, FTP etc.) and only activiliigse ports deemed absolutely
essential for Grid. This included:

* Restricting the ports that are available, e.g. dhlyse needed for Grid
software/services. Specifically this requires [SBH: Gatekeeper
2119/tcp; MDS Grid Resource Information Service (&R
2135/tcp/2135udp; MDS Grid Information Index Seevi¢GIIS) (site-
selected); MDS Grid Information Index Service (QIE.35/tcp/2135/udp;
GridFTP 2811/tcp(control); GSI-Enabled SSH 22/telyProxy 7512/tcp.
Based on the available port ranges and to avoiélicowith official port
designations, it is suggested in [RAH] that valé@sthe port range be
selected from 65000-65256.

» Firewalls should allow for packet filtering basgaba whatever criterion is
deemed appropriate. This will be at a minimum fiitg based upon source
and destination IP addresses, but also preferabtpmjunction with some
form of content filtering.

* By default Globus Toolkit operations do not regttite use of ports for
communication to a specific range. With the exaaptof the Globus
Toolkit gatekeeper and gridftp, all other commutiarzs utilise a dynamic
selection of ports. In operation the ports usedheyGlobus Toolkit can be
restricted through the GLOBUS_TCP_PORT_RANGE(mixma
environment variable which will result in listendasing created with ports
in that specified range.

7. Networks should be configured to minimise the peafid that might occur if a
given machine is compromised, e.g. avoid havingd Grniachines and other
machines on the same direct network. Rather sulenk$ should be set up with
internal firewalls to both protect Grid related rhexes from other non-Grid
machines and vice versa. This is a typical “Norrtastle” approach to security
[MS].

8. NeSC should ensure that it has taken sufficientsones to avoid possible threats
from physical attacks/theft. The Kelvin Building ere NeSC at Glasgow is based
has CCTV and janitors. The primary compute clustatsGlasgow are in
windowless rooms inside the building. This room basd swipe access/key pad
protection on the door.

There were numerous other conclusions to this as&essment which we do not
describe here (since they are specific to NeSChandtlkely to be widely applicable.
The primary purpose of outlining in great deta# thecurity risk assessment that
was undertaken at NeSC, was that ideally all siteald conduct similar analyses.
Needless to say, this assessment has since beersedgd by evolutions in the Grid
middleware. Thus for example the above analysis wadertaken when the UK
Level2 Grid was being operated (which was builingsiGlobus toolkit version 2
(GT2) [GTZ2], hence the GRIS, GIIS, MDS referencéssis currently less clear what
security policies should be followed given the mote the service oriented
architecture solutions represented by later reteadethe Globus toolkit (GT3+,
GT4+) [GT4]; the Enabling Grids for E-SciencE (EGHEGEE] gLite middleware
[gLite] and the Open Middleware Infrastructure itive (OMII) [OMII] Grid

‘ National e-Science Centre - University of Glasgow ‘ ePaof 45 |




middleware solutions, amongst several others ssc6ROWN [CROWN], Condor
[CONDORY], Unicore [UNICORE]. Instead, the focus has certain extentnoved to
draw on web service standards which we exploreaten 3.6.

Irrespective of the technological solutions howevek analysis is an important
activity which should be undertaken by all sitebétter understand their own internal
security practices. This is especially the caseffiliate and full partner nodes of the
NGS for example.

A body needs to be established that can check alidate that sites meet all
appropriate security requirements. This body needbe defined but might well
include members of the STF, GOSC or some cros®gatitthese.

One of the major issues with PKIs as implementgdtmow and the strong need
for risk analyses is that researchers are in pieallowed to run arbitrary code. It is
a fact however that in many cases, numerous rdssarcequire access to the same
kind of services and do not need to “tinker” withdes on Grid resources. In this
situation, alternative and simpler security moa®is be supported.

3.2 Exploitation of Server Certificates and Core Services

The BRIDGES project (Biomedical Research Infornsmielivered by Grid Enabled
Services Www.nesc.ac.uk/hub/projects/bridgeis a core project of the UK’'s e-
Science Programme aimed at developing Grid-endbtadformatics tools to support
biomedical research. Its primary source of usesasthe Cardiovascular Functional
Genomics Project (CFGWw{vw.brc.dcs.gla.ac.uk/projects/¢fga large collaborative
study into the genetics of hypertension (high blpogssure).

BRIDGES aims to aid and accelerate such researclappyying Grid-based
technology. This includes data integration tool$ &lgo Grid support for compute
intensive bioinformatics applications such as BLAS®lutions have been developed
which provide simplified access to and usage ofgeawnf large scale compute
resources includingll nodes of the NGS, ScotGridnw.scotgrid.ac.uk other HPC
clusters at Glasgow University and a collectioif€ohdor pools.

One of the project requirements was that user atittaion should not cause any
additional learning or usability overheads for theers. Biology end users range
widely in computer literacy and therefore systenmmvigling a single mechanism for
users of all abilities should aim at the loweseledf literacy. It was therefore decided
to remove digital certificates from the end useviemment altogether and replace
them with simple username and password authemicait a central project web
portal (see Fig. 2). Authentication at Grid sitesls as the NGS is instead being
carried out by means of a host proxy generated ftbm Grid server's host
credentials. The host’s identity is then mappeallgdo a project account in the local
grid-mapfileon the remote Grid nodes. Thus, all jobs run utidermroject’s identity
on the NGS resources, and the logging and mongooinuser activity has to be
moved up one level into the domain of the BRIDGHBp®rt staff.

We note that whilst we have removed the need for &HScience X.509
certificates from the biological end users, we hawe omitted security. Rather, we
have defined and enforced a much finer grainedrggaunodel. For example, once a
user has logged in to the portal, they have adcetbge complete set of tools available
on the project portal. The finer grain control ofat back end resources associated
with a tool are accessible for a given user is en@nted through the Grid
authorisation software PERMIS (described in sec8d). The identity of the user
submitting the job can be extracted from the partaitext, and is passed on with the
job request. The Grid server sends a lookup requesad dedicated PERMIS
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authorisation server maintained by the project te@here secure attribute certificates
are used to store information about the roles ahese

NeSC grid server
with host
credentials
make host proxy,

- —'—'" authenticate with

NGS and submit
job
authenticate at Jobarseslude:':]ls !
BRIDGES web P
portal with
Q username and =

password only e get user NGS clusters

authorisations

end user BRIDGES web portal l T

EEE
EEE

NeSC machine with
PERMIS authorisation
service (GT3.3)

Fig 2. Usage of Server Certificates for Job Submission orgdsitid

Currently we support three security policies (whach enforced):

* If they are unknown users the job will only be sitbed to the local Condor
pool (we allow anyone access to the portal, howexgerestrict what they are
allowed to do once there).

* If we recognise the users but they do not havea IBcotGrid account the job
will be submitted to the Condor pool and NGS (werently use all of the
NGS nodes and are helping to define the generasdes and services for the
wider life science community on the NGS).

* If we recognise the users and they have an acaui@cotGrid then the job
will be submitted potentially to the Condor podietNGS and to ScotGrid
(based on job numbers).

The selection of where to submit jobs is basedailability of resources (which
is established dynamically).

This model of security through portals and servertificates is one way that
increased security can be achieved. It does cortieagrtain constraints however on
the Grid application developers. We are requiradefcample to keep a track of the
users that are submitting jobs (logging of allatti through the portal is recorded
and kept). The dangers that might otherwise aritie wgsage of server certificates for
job submission by anonymous end users (from thet pdiview of the Grid resources
the jobs are submitted to), are minimal howevererdsthat have successfully
authenticated themselves at the portal via a userrend password are given access
to a fixed set of portlets such as the Grid BLA®Fvice. Should a security breach
occur and another masquerading user has managedthenticate at the portal
interface, the worst that can occur is that thely e allowed to run many BLAST
jobs for example.
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This solution is unlikely to be suitable for manyidresearchers who need to
compile and tinker with their codes on the Gridoreses. However there aneany
other researchers (not explicitly Grid-research#ra) require simple, secure access to
large scale Grid infrastructures to run known smwi Given the number of UK e-
Science certificates that have been issued (apd@80), it is clear that simpler
services tailored to the scientific community withinimal/no Grid learning or
overheads are needed to engage with the much leegearch communities. BLAST
is one example of such a service. There are likelpe many other such solutions
both within the life science as well as other rese@ommunities.

3.3 Advanced Authorisation Infrastructures

Authorisation is closely linked to authenticatidDnce a user has had their identity
validated at a remote resource, it is essentialubers actions are restricted based on
who they are, what they are trying to do, and iratntontext etc. There are various
methods of enforcing this restriction, the simplesthod being the use of an Access
Control List (ACL), which lists what users have @ss to a privilege. Essentially, a
user presents their credentials at the gatekeepereésource, which consults a list of
users. This basic authorisation structure extenesoncept of authentication and no
more. If the user cannot authenticate to the safiish of the gatekeeper then the
resource request will be denied. A problem thasesriwhen trying to apply this
method to a dynamic Grid environment is that orm d&ist exists, where there could
be many privileges that require different ACLs. Ftample, a user might need
access to a given resource for different purpostsnia given VO. Having a single
list with a predefined set of accounts and user dbss not support this multi-role
approach. This is a solution that would not scakdl wn a large VO. A more
sophisticated method of applying authorisation km@stis through use of Role-Based
Access Control (RBAC) mechanisms, which allow PRelye Management
Infrastructures (PMI).

The relationship between a PMI and authorisatiosingilar to the relationship
between a PKI and authentication. Consequentlyethee many similar concepts in
the two types of infrastructure. Central to a PMthe idea of the attribute certificate
(AC), which maintains a binding between the uset tireir privilege attributes. It is
similar in notion to the public key certificate &@nPKI. The entity that signs a public
key certificate is a CA; the entity that signsibtite certificates is called an Attribute
Authority (AA). The root of trust of a PKI is oftecalled the root CA, which can
delegate this trust to a subordinate CA; the rédtust of a PMI is called the Source
of Authority (SOA). The SOA may have subordinate¢hauties to which it can
delegate powers of authorisation. Certificate Ratioo Lists (CRLs), which show a
list of certificates that should no longer be atedpas valid, exist in a PKI; Attribute
Certificate Revocation Lists (ACRLS) exist in a RMI

The critical idea in a PMI is that the access sghfta user are not held in an ACL
but in the privilege attributes of the ACs that e®ued to the users. This is the central
idea behind RBAC — the privilege attribute will debe one or more of the user’s
rights and the target resource will then read a'sgeC to see if they are allowed to
perform the action being requested. This de-couglesuser’s privileges from their
local identity and allows a more dynamic and fléxiapproach to access control.

The X.812 | ISO 10181-3 Access Control Framewoakdard [X812] defines a
generic framework to support this type of authdiigg depicted in fig 3.
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Fig 3. X.812 Access Control Framework

In this model, the initiator attempts to accessrgdt in a remote domain. Two key
components support authorised access to the taag&olicy Enforcement Point
(PEP), described in the figure as the Access cbatmforcement Point (AEF), and a
Policy Decision Point (PDP), described as the Ascesntrol Decision Function
(ADF). The PEP ensures that all requests to acbessrget are run through the PDP
and the PDP casts the authorisation decision omeiipgest based on a collection of
rules (policies). To make this structure scalalvid aasily applicable within a Grid
environment, a generic APl to model the PEP has Ipeeposed and created by the
Authorisation Working Group of the Global Grid FarfGGF) (vwww.ggf.org.

3.3.1 GGF SAML AuthZ API

The GGF have put forward an API that provides aegenPEP, which can be
associated with an arbitrary authorisation infiagtire. The specification for Grid
technologies is an enhanced profile of the OASIAJCE] Security Assertion
Markup Language (SAML) v1.1 [SAML1-1].

The OASIS SAML AuthZ specification defines a messaxchange between a
PEP and PDP consisting of AathorizationDecisionQuergwhich contains aubject
a resource and anaction) going from PEP to PDP, and an assertion returned
containing a number dfuthorizationDecisionStatements

The GGF SAML AuthZz specification [WSCMP] defines a
SimpleAuthorizationDecisionStatemdat boolean stating “granted/denied”) and an
ExtendedAuthorisationDecisionQuetiiat allows the PEP to specify whether the
simple or full authorisation decision is to be reed. Figure 4 shows the interactions
supported by this API.

—
Signed ACs
policies, roles et

2. SAML-
AuthorizationQueryDecision

3. SAML-
AuthorizationQueryResponse

A 4

1. Invocation request Container Deployment descriptor file
[——(wsdd) includes information
GT3.3+ on access/usage policies
4, Responsefresults Service
Fig 4. Global Grid Forum SAML AuthZ API
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Through this SAML AuthZ API, a generic PEP can lohiaved which can be
associated with arbitrary Grid services. Thus natttean developers having to
explicitly engineer a PEP on a per application iabie information contained within
the deployment descriptor file (.wsdd) when theviser is deployed within the
container, is used. Authorisation checks on usémmating to invoke “methods”
associated with this service are then made usiegnformation in the .wsdd file and
the contents of the LDAP repository (PDP) togetheth the DN of the user
themselves. Releases of the Globus software sii@3Ghave supported this API.

At the time of writing and to the best of knowledgk the author, only two
authorization infrastructures support this PDP: Brilege and Role Management
Infrastructure Standards Validation (PERMIS) irtitia at the University of Kent lead
by Prof. David Chadwick [CHAD] and the WSRF .netplementation at the
University of Virginia lead by Dr Marty Humphrew{(vw.ws-rf.nej.

We note that one issue that has been encountetiedh&i SAML AuthZ profile in
projects at NeSC in Glasgow is the lack of graniylan how users might invoke
actions [SC]. For example, different actions mayray not be allowed depending
upon the data that they wish to access and poligntlhange. The SAML AuthZ
profile does not currently allow actions to be idigtiished based upon the parameters
that might be associated with them. As a resujiery service cannot easily (at least
in a manner that easily scales) be restricted arygthose data sets in a given set of
federated databases that are appropriate to thekenvinstead, the SAML AuthZ
specification supports either a secure query semica non-secure query service. The
GGF AuthZ working group is now working on a newsien of this API (to support
parameters). In addition, a recently funded JIS@egt will implement this API in
PERMIS [AuthZ2].

3.3.2 Privilege and Role Management Infrastructure Standards
Validation (PERMIS)

The Privilege and Role Management Infrastructuen&ards Validation (PERMIS)
project (vww.openpermis.ong [COB,CO] was an EC project that built an
authorisation infrastructure to realise a scala¥le09 AC based PMI. Through
PERMIS, an alternative and more scalable approachentrally allocated X.509
public key certificates can be achieved throughiskeance of locally allocated X.509
ACs.

The PERMIS software realises a RBAC authorisatignastructure. It offers a
standards-based Java API that allows developerssource gateways (gatekeepers)
to enquire if a particular access to a resourceldhoe allowed. The PERMIS RBAC
system uses XML based policies defining rules, peg which access control
decisions are to be made for given VO resourcessé& hules include definitions of:
subjects that can be assigned roles; SOASs, e.gl ioanagers trusted to assign roles
to subjects; roles and their hierarchical relatigps, what roles can be assigned to
which subjects by which SOAs; target resources,thadctions that can be applied to
them; which roles are allowed to perform which @u$i on which targets, and the
conditions under which access can be granted ¢s rol

Roles are assigned to subjects by issuing themXvBA9 Attribute Certificate(s).
A graphical tool called the Privilege Allocator (PAas been developed to support
this process. Once roles are assigned, and potielsoped, they are digitally signed
by a manager and stored in one or more LDAP remosst

The process to set up and use PERMIS can be gitwo partsAdministration
and Use To set up and administer PERMIS requires the afsa LDAP server

National e-Science Centre - University of Glasgow ‘ ePagof 45




(www.openldap.oryto store the attribute certificates and referetiee SOA root
certificate. A local CA is required to be set upngsOpenSSL [OpenSSL] - this
designates the SOA and all user certificates aildaben this CA must have a DN that
matches the structure of the LDAP server. The DNhefuser certificate is what is
used to identify the client making the call on (Ged service.

From the user’s perspective, once the administiadgrset up the infrastructure,
the PERMIS service is relatively easy to use. Uaiddentifiers are placed as
parameters into the user’s Grid service deployrdestriptor (.wsdd file). These are
the Object Identification (OID) number of the pglim the repository, the URI of the
LDAP server where the policies are held and the S(B8ociated with the policy
being implemented. Once these parameters are amulthe service is deployed, the
user creates a proxy certificate with the userifeate created by the local CA to
perform strong authentication. The client is ruwl &me authorisation process allows
or disallows the intended action.

The PERMIS infrastructure offers very fine grairedhorisation capabilities both
in terms of policy expression and enforcement. polecy editing tools allow for easy
development of the XML based policies. These tbalge been developed with HCI
considerations included, although we note that ddeanced MSc students at the
University of Glasgow raised issues with the toels}. the XML that is generated is
inconsistent with the tool user interface. For eglanthe XML has attributes for
“subject domain”, whilst the tool has buttons fartere are users from”.

With support for the GGF SAML AuthZ api, PERMIS sid in principle allow
easy linkage between Grid services and authorrsatifsastructures. It is still non-
trivial linking an authorisation infrastructure atdobus based Grid service however.
The NeSC at Glasgow have put users guides on heettop PERMIS, Globus Grid
services and link these together (8&@w.nesc.ac.uk/hub/projects/etf

The PERMIS team have also included capabilitiedirtk Shibboleth to the
PERMIS authorisation infrastructure. The Shibbdol&pache Authorisation Module
[XCQO] allows for authorisation decisions on accéssand usage of Apache based
services to be made via PERMIS. Once again howesage of this middleware is
still a non-trivial activity and requires detailetbnfiguration of the underlying
software infrastructure.

Despite these difficulties, PERMIS is by far the sn@advanced authorisation
infrastructure with software that meets the neddthe wider Grid and Shibboleth
communities. Further detailed explorations of PEBMAnd Shibboleth will be
undertaken in a variety of other projects at NeS&g@ow including the clinical trials
domain {(vww.nesc.ac.uk/hub/projects/vojeswider e-Health domains linking
genetics and healthcarevw.nesc.ac.uk/hub/projects/ghand the life sciences
(microarray expression) domain wyWw.nesc.ac.uk/hub/projects/gemgps As
described, previously we have already shown how NPSRallows for fine grained
security models for access to and usage of the (B& numerous other resources)
within the BRIDGES project. We have also implemdnfine grained security
solutions within BRIDGES utilising PERMIS where féifent genomic databases can
be accessed depending upon the user role in the VO.

In short, PERMIS and the associated tool setsldwvdbr fine grained security to
defined, enforced and seamlessly linked to Grigises.

3.3.3 Globus Security Infrastructure (GSI)

GSI [GSI]] is an example of the classic Access Gurtist (ACL) used to enforce
authorisation and provides a relatively coarsergmi approach to implementing
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security. A list is compiled that maps each uskrtal account name to the DN that
appears on their user certificates. When a useesakmethod call on a service, this
list is consulted and access is granted or derepermtling on whether they appear on
the list with the correct credentials. Rather thastinguishing between methods this
restriction applies to that user for all securedtises across the container.

To run the Globus container requires an adminiggaiser (usually ‘globus’) to
set up the container. Each user that wishes t@eauare services within this container
must have a user certificate located in their hdinectory. The machine upon which
the container is running must also have a hosifficate installed by ‘root’. Once the
container is running, any user should be able toam unsecured service, with or
without a certificate. However, using GSI, a measfrsecurity can be introduced on
the service that allows only those with the neagsseedentials to run it, typically
through a proxy certificate generated from theerusertificate.

To use GSI, Grid clients must normally be in posges of a Grid (X.509)
certificate which is used to encrypt the commumicatbetween client and Grid
service. The Grid service is then able to checkidleatity of the user invoking the
service against the local ACIgrid-mapfilg that an authorised client is invoking the
service.

The latest release of the Globus toolkit [GT4] supgp GSl-based authentication
and authorization. This includes:

* WS Authentication with support for both messageland transport level
security. Message level security is achieved thinoaig implementation of
the WS-Security standard that supports messageaqgbiart at the Simple
Object Access Protocol (SOAP) message level. Tah$gvel security is
achieved through use of X.509 certificates to dstablransport Layer
Security (TLS) connections.

WS Authorization through an authorisation framewgpased upon the
SAML AuthZ api defined in section 3.3.1) and usetlbé Community
Authorization Service (CAS). We describe the CA&ise in more detail
in section 3.3.3.

» Credential Management through MyProxy (a credenstdrage and
management system) and SimpleCA (which as its nanpkes provides a
simple CA).

The MyProxy solution [MyProxy] in particular shoulse mentioned since this is

gaining widespread acceptance as the way in whietieatials should be managed
within a Grid environment. Instead of users manggimeir own private keys and

credentials, they can delegate them to a MyProggsiory. Through username and
password access to MyProxy repositories, shortdlipeoxy certificates can be

created. MyProxy also allows for the creation ofl Bkedentials since later releases
now include a CA.

MyProxy solutions are now being used in combinatioth portals for example,
where users accessing a portal through a usernach@assword will automatically
have short lived proxy certificates created whielm subsequently be used for Grid
based job submission. This capability exists forammle on the NGS
(portal.ngs.ac.uk

Of all of the authorisation infrastructures, GSI w&guably the most
straightforward to establish and use. Unsurprisinge GSI has been developed as an
integral part of the Globus development. That stid, ACL based approach offered
by grid-mapfiles is a limited form of authorisation however.
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3.3.4 Community Authorisation Service (CAS)

CAS [CAS,CAS2] implements RBAC using an authormatserver. The central idea
behind CAS is that while resource providers carciépea coarse-grained policy, the
fine-grained policy decisions can be delegatedhéoadministrator of the community
that is served by CAS. Resource providers grantilpges to the community and
establish a trust relationship with the represé@mdabf that community. That
representative then uses CAS to manage the distnibwf privileges within the
community.

When a user wants to access resources served bytlA\Gser issues a request to
the CAS server (using their own X509 certificatéthe CAS server decides that the
user associated with this certificate has sufficgvileges, then it will issue a proxy
credential with an embedded policy giving the ukerright to perform the requested
actions (assuming that the user has sufficienilpge). The user then uses these CAS
credentials to access the resource. The local resadlan applies its own local policy
to determine the amount of access granted. Cuyrém! only resource that can be
accessed through CAS credentials is gridFTP.

It is non-trivial to set up and use CAS (s@ew.nesc.ac.uk/hub/projects/etiThe
centralised model of an authorisation server is &kely to have scalability issues
when dynamic VOs are to be established or vernela@s. Given the fact that CAS
can only be used right now for gridFTP, it is noimediately clear what the benefits
of using this middleware are.

3.3.5 Virtual Organization Membership Service (VOMS)

VOMS [VOMS] is a system for managing authorisataata within VOs. VMS has
been developed as part of the European DataGrigqir@dg-wp2.web.cern.ch/edg-
wp2) VOMS provides a database of user roles and chiesbiand a set of tools for
accessing and manipulating the database and uUsendatabase contents to generate
Grid credentials for users when needed.

The VOMS database contains authorisation datadii@es specific capabilities
and general roles for specific users. A suite ofmiadtrative tools allow
administrators to assign roles to users and maatiputapability information. A
command-line tool allows users to generate a Ipcaky credential based on the
contents of the VOMS database. This credentialuthes the basic authentication
information that standard Grid proxy credentialatam, as well as role and capability
information from the VOMS server.

One of the benefits of VOMS is that Grid applicaiocan use the credential
without using the VOMS data. Alternatively, VOMS-are applications can use the
VOMS data to make both authentication and authwoisadecisions regarding user
requests.

3.3.6 Process Based Access Control (PBAC)

PBAC [PBAC] is the authorisation system for the OMystem. With PBAC, the
invocation of operations on a web service can lstriotked depending upon the
context. To support this, a repository of namedhausations exists. Each
authorisation consists of a triple including themyshe operation and the conversation
(which is an identifier for the context in whichetbperation is executed).

Through PBAC, history and context of authorisatbam be supported. One of the
restrictions with other authorisations solutionstsas PERMIS that currently exist
are that history unaware (or process more gengrsdigurity policy rules are defined
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and enforced. The evaluation of such security palides either allow or deny access
depending upon the rule (which typically does nbange when an authorisation
decision is enforced). As a concrete example, dodaunight have the privilege to
issue prescriptions and PERMIS authorisation imfuasure will authorise these
requests. However, if a doctor has issued a langeber of prescriptions previously,
then this information is ignored. PBAC solutionsmome such restrictions.

If an operation occurs that changes the state efctintext, the authorisation
database is updated accordingly.

PBAC itself utilise the WS-Security standards [W[SaBich are explored in more
detail in section 3.6.

3.4 The Shibboleth Dimension on Grid Security

3.4.1 Introduction to Shibboleth

The UK academic community is currently in the psscef deploying Shibboleth
technologies Http://shibboleth.internet2.edufo support local (existing) methods of
authentication for remote login to resources. Thlothis model, sites are expected to
trust remote security infrastructures for exampleestablishing the identity of users
(authentication) and their associated privilegagh@risation). To support this, the
Shibboleth architecture [ShibA] and associatedqmais [ShibP] identify several key
components that should be supported including &ters, Identity Providers,
Service Providefsand optionally Where Are You From (WAYF) servicdhrough
these components, end users will have single usesiaand passwords from their
home institutions (which they are more familiartwihan PKIs!) which will provide
for seamless access to a range of resources abomdking institutions and service
providers. Local security policies at service pdarisites can then be used to restrict
(authorise) what resources authenticated usersllameed access to.

The term “federation” has emerged in recent yearsdéscribe groups of
organisations which agree to adopt common policied technical standards to
provide a common infrastructure for managing actesgsources and services in a
uniform way. Examples of Shibboleth-based federati are InCommon
(http://www.incommonfederation.oyg the federation formed by the Internet2
community in the United States, InQueugty://inqueue.internet2.edufor sites
wishing to test and explore the Shibboleth federdatast model, the SWITCHaai
federation of the higher education system in Swigzrel (ttp://www.switch.ch/aa)/
the HAKA federation developed by the Finnish unsigées and polytechnics
(http://www.csc.fi/suomi/funet/middleware/engliswith more in the pipeline such as
the Meta  Access Management  System (MAMS) in  Austral
(https://mams.melcoe.mq.edu.au/zope/mams/kb/shithtgple

It was announced at the JISC Core Middleware Progra meeting on 15
November 2005 that the UK production federationl Wwg based upon the SDSS
federation based at the University of Edinburgh amdnaged by EDINA
(www.sdss.ac.uk

To understand the impact of Shibboleth technologiesGrid security it is first
necessary to have an appreciation of the interatithat typically arise with
Shibboleth. When a user attempts to access a Sathlqorotected service or Service
Provider (SP) more generally, they are typicallgirected to a WAYF server that
asks the user to pick their home ldentity ProvifldP) from a list of known and

2 |In earlier versions of the Shibboleth documentatinservice provider was referred to as the target.
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trusted sites. The service provider site alreadyaare-established trust relationship
with each home site, and trusts the home sitettzeaticate its users properly.

After the user has picked their home site, theimiser is redirected to their site’s
authentication server, e.g. an LDAP repository, @nreduser is invited to log in. After
successful authentication, the home site redirtedsuser back to the SP and the
message carries a digitally signed SAML authernboaassertion message from the
home site, asserting that the user has been stulbessithenticated (or not!) by a
particular means. The actual authentication meshanised is specific to the IdP.

If the digital signature on the SAML authenticatiassertion is verified and the
user has successfully authenticated themselvdseattiome site, then the SP has a
trusted message providing it with a temporary peayth for the user (the handle),
the location of the attribute authority at the klf¢ and the service provider URL that
the user was previously trying to access. The megosite then returns the handle to
the 1dP’s attribute authority in a SAML attributeiery message and is returned a
signed SAML attribute assertion message. The Sheltbbdrust model is that the
target site trusts the IdP to manage each userisudes correctly, in whatever way it
wishes. So the returned SAML attribute assertiorssage, digitally signed by the
origin, provides proof to the target that the aotlwated user does have these
attributes.

We note that later versions of the Shibboleth dpation have introduced a
performance improvement over the earlier versitaysallowing the initial digitally
signed SAML message to contain the user’s attrgate well as the authentication
assertion. Thus the two stages of authenticatiod aftribute retrieval can be
combined.

We note that the connection from the IdP to theviserprovider can also be
optionally protected by SSL in Shibboleth. Here S®$. used to provide
confidentiality of the connection rather than megsarigin authentication. In many
cases a confidential SSL connection between thealtP SP will not be required,
since the handle can be opaque/obscure enoughopoast intruder from finding
anything out about the user, whilst the SAML sigmatmakes the message exchange
authentic. However the message exchange should rbeected by SSL if
confidentiality/privacy of the returned attributés required. The attributes in this
assertion may then be used to authorise the usacdess particular areas of the
resource site, without the service provider evemdetold the user’s identity.
Shibboleth has two mechanisms to ensure user priEcstly it allows a different
pseudonym for the user’s identity (the handle)dadturned each time, and secondly
it requires that the attribute authorities provedene form of control over the release
of user attributes to resource sites, which thesntan attribute release policy. Both
users and administrators should have some say theecontents of their attribute
release policies.

3.4.2 Impact of Shibboleth in the Context of the Grid

Shibboleth offers numerous possibilities and padadvantages in the context of the
Grid. Single sign-on via authentication at a hoite &nd subsequent acceptance and
recognition of the authentication and associat&ibates released to remote sites is
the most obvious advantage. Thus users need noemmbar X.509 certificate
passwords but require only their own institutionsdernames and passwords.
Institutions can establish their own trust fedenadi and agree and define their own
policies on attribute release, and importantly 8&sdecide upon what attributes and
attribute values are needed for authorisation dews
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The uptake and adoption of Shibboleth technologigisin a Grid context is not
without potential concerns however. Sites neecetsure that collaborating sites have
adopted appropriate security policies for authetibn. Strength of user passwords
and unified account management is needed. We eusiBues in deploying such an
integrated account management system at the Uitivesg Glasgow in section
3.4.2.1.

Shibboleth is by its very nature much more stdtat the true vision of the Grid,
where VOs can be dynamically established linkingpdrate computational and data
resources at run time. Instead Shibboleth requgesed sets of attributes that have
been negotiated between sites. We explore propatsedlutes in section 3.4.2.2 that
may well map on to Grid. We also explore resultsrirthe JISC funded DyVOSE
project where dynamic creation and recognitionttsitaute certificates is supported.

In section 3.4.3.3 we also outline proposals fror UK and US communities
looking at integration of the Grid and Shibbole#iclinologies, and assess how they
may (or may not) simplify Grid security. We alsotlme implementations at NeSC
Glasgow have already shown how Shibboleth basessado Grid resources has been
supported.

3.4.2.1 Trusting IdPsfor Authentication

Ensuring that an institution in a Shibboleth fetieracan guarantee the authenticity
of a user when accessing a remote resource isattiocthe overall principles upon
which Shibboleth and Shibboleth federations areetha$n short, institutions in a
federation should trust one another. It is the chgeever, that users at larger
institutions may well have numerous usernames asdcated passwords that are
used to access a variety of services. This is &ise at the University of Glasgow for
example! A unified institutional user account masagnt system based which
handles authentication and attributes is key.

Directory technology offers one solution to thiheTdirectory is the part of any
service which retains the authentication data, nmmshmonly a username and a
password. Until now this information has primariigen closely linked to specific
operating systems or infrastructures. This hadtegbin a myriad of solutions holding
a variety of authentication information across theversity. For example, within
Windows NT this is the domain database; within UNtXis commonly the NIS
database, within Netware it is the eDirectory @€ a result, it has until now been the
case that members of large institutions and uniwvessare in possession of multiple
accounts for many systems that are needed to aticesmany services that are
available. For example, to access their desktolasgow University, users will
typically need an NDS account for workstation mamragnt, an NT domain account
for Exchange access and an MIS NIS account for SANIBsed access to their
filestore. In addition, many users may potentight usernames and passwords for
dial in services, for vpns, for departmental dasalsaetc. One of the consequences of
this is that the evolution of services can becoimg to the platform which hosts the
user identities, rather than the best platformtii@r job. In most cases these accounts
are not necessarily the same - indeed in lots sdéscthey are very different, and often
based on a combination of central and local acsodiitus users are expected to keep
multiple accounts and multiple passwords. Undesdghercumstances users tend to
either leave the password at the value it was when received it; change it to the
same value as their other passwords; they haveniember multiple passwords, or
they end up with passwords they can’t change becehsnging it in one place means
changing it everywhere. With multiple accounts, ogsr multiple systems with
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potentially multiple different administrators coordting changes is almost
impossible even within a single institution. Addseg such issues is crucial for the
wide scale successful deployment and take-up diftfsiteth.

The above problems are not isolated. Until recenlymechanisms existed to
keep the various user accounts synchronised aealbsy the systems used. This
arrangement meant there was a high number of reshirgetcounts, which has meant
that it was very difficult to ensure all access gnidileges were removed in a timely
fashion. In some circumstances users could reigisrto data and services long after
they should. This was possible since differente@sentations for the same users could
in principle lead to situations where one accounild be disabled, but users could
retain access to services and data via a secoondr@c@ key challenge is therefore to
address the whole user base since there may befindtide source for authentication
data, but rather a collection of sources.

To overcome these issues the University of Glasgomoving to a system that
offers a more consistent representation of stadf stndents across multiple systems
that will allow: timely creation/modification andetétion of accounts; an audit trail
against central records; a single authority fovises covering the whole university;
password synchronisation; and the implementatica raforous password policy.

To support this, the university is planning:

* aone to one representation between each usehama@orresponding entry in

the Human Resource/Registry database — the deérgburces for data;

* an agreed standard for unique identifiers for essgr account;

* an agreed password policy;

* an agreed definition of department/faculty codegmshuser accounts should

reside.
This system is currently being rolled out by CongpuBervices across the university.
With this system, sites collaborating with Glasgblmiversity can be assured that
when Glasgow authenticates and releases attrilboitess particular individual, then
they are actual current members of the univeraitg, not authenticated on some older
and overlooked username and password. To make @&ibba success, all sites
should ideally follow similar practices. Time wi#ll if this is the case.

3.4.2.2 Shibboleth Attributesfor Grids

As well as authentication information, SPs areljyikie need further information in
order to allow (authorise) access to specific e In the context of the Grid,
membership of the University of Glasgow will notrmally be sufficient information
for a decision on access to a specific Grid sefh@sted and managed by a given VO.
The eduPerson efforts [eduPerson] have identifiedra set of attributes that may be
of use within an academic environment. The JISCepiint for a Production
Federation [RM] has also explored some potentigibates of relevance to the UK
academic community.

A small core set of attributes is recommended &#tsl to support that SPs can
subsequently use for authorisation decisions. ésigential that interoperability exists
between attribute authorities issuing attributeed8ms, policy writers defining
access policies, and access decision functions rtize decisions based on the
initiator's attributes and sites target and reseypolicy. The overlap between Grid
technologies (requiring in the first instance atites for identification) and
Shibboleth technologies is required.
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The eduPerson attributes that have been recogasautoviding the necessary
core functionality for IdPs and SPs in the UK acadecommunity include:

» eduPersonScopedAffiliatiorwhich indicates the user’s relationship (e.g.,
staff, student, etc.) with the institution.

* eduPersonTargetedtDis needed when an SP is presented with an
anonymous assertion only, as provided dauPersonScopedAffiliatiorin
this situation it cannot for example provide usagenitoring across
sessions. TheeduPersonTargetedI[attribute provides a persistent user
pseudonym.

* eduPersonPrincipalNameis used where a persistent user identifier,
consistent across different services, is needed.

» eduPersonEntitlemenénables an institution to assert that a usesfsegian
additional set of specific conditions that apply fccess to a particular
resource. A user may possess different valueseoédinPersonEntitlement
attribute relevant to different resources.

Each of these attributes can be used to providagbessary information to SPs to
make authorisation decisions. These attributevensatile and likely to be sufficient
for the great majority of applications.

Given the fact that Grids form VOs which themselva have finer grained
structuring, it seems sensible that gduPersonEntitlemerdttribute can be used for
this purpose. TheeduPersonEntitlemenattribute can utilise structured XML data
representative of large scale Grid infrastructigersi and IdPs. This might include the
VO they are involved in, the roles that they migave in that VO etc.

It is important to note that these attributes aatically defined and agreed upon
between the institutions prior to formulation of ¥@r requests to access Grid
resources, i.e. they are based upon staticallyeefiPMIs. The JISC DyVOSE project
has developed solutions which allow for the dynawrieation and acceptance of
attributes. This is more aligned with the dynamreation of VOs across Grid
infrastructures where dynamic delegation of priydes supported. As the complexity
and number of security policies increases, theitphif a given SOA to delegate
responsibility to others is necessary. Through resitms to the PERMIS software
(www.permis.or), DyVOSE now supports dynamic delegation of autiiawhereby
Grid sites can allow an attribute authority corl@dl by an external SOA to be
delegated the ability to assign roles meaningfuatbome SOA. Through this, a
remote Grid user can hold a role based in the Haostitution that will allow access to
the service provider Grid resources.

Perhaps the biggest challenge in moving from stadl based approaches as
exist with current Shibboleth solutions to suppatdynamic PMI infrastructures is a
semantic one. Remote policies defining rules agdlegions in terms of roles, targets
and actions on those remote resources requiresstgaport that can facilitate the
discovery, association, merging and promotion grpsession of policies denoting
user privileges between sites.

In static delegation, the roles at the remote tumsdn would need to be hand
written into the policy at the home institution. mamic delegation factors away the
role assigning powers to subordinate authoritidsickv may delegate the ability to
assign local roles to remote attribute authorit@sg vice versa. Thus a Glasgow
“Student” role may be assigned to Edinburgh Conmgufcience users, so they may
access the Glasgow resource without the Glasgow S@éwing about any
Edinburgh roles. This trust relationship is agreetbrehand, where it is implicit that
the role of Student at Glasgow and Trainee saydatldtirgh are equivalent. Complex
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delegation allows new intermediate roles with l@sgilege than their superior role to
be defined and assigned to remote attribute auigmriThis Delegation Issuing
Service to support such dynamic creation and ratogrof attribute certificates has
been implemented and available for use/v.openpermis.ong

One of the key issues that have still to be resblwéh attributes for the Grid
community is related to the attribute release polit present an SP will request the
attributes associated with the potentially opagieniifier (handle) that is returned
from an IdP. If a user from the University of Glasgis involved in numerous Grid
projects and VOs however, and all of this informaton what VOs this person is
involved in, and what their role is in that VO eie encoded in the core set of
attributes, then it is difficult to restrict thefammation being released. Thus the
eduPersonEntitlemenattribute might encode much of the information ¥©
membership and roles etc. If an SP requests thdbuwés for a given user, and
receives thieduPersonEntitlemerattribute then they will receive more information
than they might actually need to make an authaosadecision, e.g. if this SP was
just one of the many VOs that the user was involvedhen this SP would know
more about all VOs the user was involved in. Ofreeuthese attributes will be
encoded, however, the SP will be able to decodeattréutes due to the trust
relationships and certificates previously put iagg.

It is of course possible to have a richer arragtofbutes other than the core set of
eduPerson attributes identified previously, but iioteroperability and simplicity,
having a core set is beneficial. Given that theifoaf much of the Grid community as
being represented by the NGS does not focus upeadgyror confidentiality, such
issues are not immediately important. Once moreurgigcfocused groups are
involved however, attribute release policies widlcbme more important and only
those attributes absolutely needed, will be rekkase

Another potential solution to this situation ishtave a proliferation of IdPs. Thus
each individual Grid project might have their ovdland be associated with different
WAYF servers. This would allow for those sets dfibutes to be released deemed
necessary for particular SPs, however the more tbRisexist requires more trust
relationships to be put into place, thereby weakgtie overall security.

Having multiple WAYF services and IdPs and SPs dpeénvolved in more than
one trust federation also brings with it potentdifficulties. Do we trust all
federations equally? Do some treat authenticatiod i@entity management more
stringently? If there are differences between tksueance levels, then multiple
memberships will be problematic.

3.4.2.3 Shibboleth and Grid | mplementations

There is much effort to reconcile the Shibboletld &rid worlds. The GridShib
project [GridShib] and the two recently funded JISojects: ShibGrid and
SHEBANGS are exploring use of Shibboleth and Giiitie GridShib project is
focusing upon identity federation between the Gudi Shibboleth communities. In
real terms the GridShib project is looking towafasd (GSI) based authentication
followed by Shibboleth based retrieval of attrilmutéor making authorisation
decisions. It is important to note that the GridSproject does not directly address
Shibboleth single sign on to Grid infrastructures.

The basic scenarios through which Grid and Shiltbalechnologies are being
integrated in GridShib are outlined in Fig 5.
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Fig 5. GridShib Integration of Grid and Shibboleth
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Here the user contacts MyProxy and provides auttaitn information. MyProxy
then verifies the authentication information usitig site authentication system.
MyProxy creates an X509 certificate for the usdrisThas the following sub-steps: a
SAML Subject element is created and embedded icehdicate, providing details of
how the user was authenticated and providing aestiljhich can be used to query a
SAML Attribute Authority; a DN is created for theser, either algorithmically, or
through querying a local Shibboleth AA for a atiité defined for this purpose;
MyProxy can be configured to contact a VOMS servanl inserts VOMS-generated
attribute certificates into the returned certifeeathe certificate is signed and returned
to the user.

When the user makes a request of a Grid Servidhenticating with X509
credentials, the Grid service contacts the Shiltbodgtribute authority using the
Subject element from user certificate, and retsettee user attributes. The Grid
service then presents these attributes to the RDiRi§ case PERMIS) which makes
the authorisation decision.

The ShibGrid and SHEBANGS projects are both lookahgupporting scenarios
where Shibboleth is used for single sign-on andesscto the NGS, both with
MyProxy at the core. In addition to these projette DyVOSE and ESP-Grid
projects at NeSC Glasgow have already put togetiarking implementations
demonstrating how Shibboleth can be used for adoeasd usage of Grid resources.
We outline these briefly here.

3.4.2.3.1 Shibboleth Accessto Grid Resourcesin DyVOSE

The DyVOSE project was funded as one of the JISCe Qdiddleware projects

focusing on advanced security infrastructures & éducation domain. The basic
model being explored in DyVOSE of sites having theivn security authorisation

policies and associated attributes is very muclsistent with Shibboleth where there
will likely be several authorities that assertiatites for users. Various domains will
then write their own authorization policies basadsach attributes.
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In teaching the Grid Computing module as part of @dvanced MSc in
Computing Science at the University of Glasgowadhgh exploration was made of
the PERMIS authorisation software for forming stafiMIs in a Grid context. In
detail, students were initially expected to develbpir own security policies for a
basic GT3.3 based Grid service which was subselyuerged in their main
programming assignment.

This assignment required that the students weneestgd to create a policy for a
GT3.3 service gearchSortGridServige which wrapped a Condor based Java
application (this service offered two methods tarsk &earchMetholl and sort
(sortMethod a large (5MB) text file (the complete works of g&kbspeare). The
students themselves were split into grougsidentteamlstudentteam? with the
authorisation policy to ensure that methsartMethod could only be invoked by
members of their student group and the lecturiaff,sivhilst methodsearchMethod
could be invoked by everyone. This set-up was ugealiustrate the use of RBAC,
where users are allocated privileges based on wheathey have been assigned rather
than their local user credentials. The studentsevadso requested to secure their
service using Globus GSI and also with PERMIS. dterénce aspects and
benchmarks for the speed of the different system® wecorded by the students and
are documented in [SSW].

The basic Shibboleth scenario currently supponeByVOSE demonstrates how
the Grid based search and sort service can be edgcaccessed and used via
Shibboleth technologies. Specifically it supporterarios demonstrating how the
attributes related to users being membersstoflentteaml(or studentteamp are
returned from the IdP at NeSC Glasgow and usedsinict access to the service itself
(which has been deployed as a portlet in a Gridgpiveb portal). In supporting this
scenario we have utilised the PERMIS Shibboleth chpaAuthorisation Module
(SAAM) module [XCO] which allows use of the PERMIBfrastructure to make
authorisation decisions, as opposed to the exisfipgche authorisation module
(mod_auth_ldap). Currently the IdP returns twoilaites: the role that the student
has (studenteaml) and the DN. These attributethareused and linked through the
SAAM module to make authorisation decisions. Thystem was successfully
demonstrated at the JISC Core Middleware workshop November 2005
(http://www.jisc.ac.uk/index.cfm?name=middleware_om2@p. In this scenario we
utilised server certificates to overcome the issnageation of proxy certificates and
for submission of jobs via Grid services to the @amnpool at NeSC. Thus client side
certificates are not required. We are also workawvgards solutions utilising MyProxy
— as are the SHEBANGS and ShibGrid projects.

Some of the challenges we faced in developingsibiistion were the Apache focus
of Shibboleth and linking these solutions to Grid&@ (which uses the tomcat
container) and which housed our Grid services [gsit It is also the case that having
a Shibboleth target behind a portal introduceswia challenges (since the web pages
are normally dynamically created). Thus it is nasyeto directly have a portlet as a
Shibboleth target. Instead, we focused on solutwhsre the portal itself was the
Shibboleth target. In doing this we use remote enitbhation (at the NeSC Glasgow
IdP) to gain access to the portal and retrievahttributes needed for invoking the
services.

Dynamically establishing arbitrary VOs where noopragreements on security
attributes have been arranged is a research cpallend is being explored within a
PhD studentship associated with the NeSC MRC fund&dTES project
(www.nesc.ac.uk/hub/projects/voles
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We are looking towards Shibboleth based single sigrio the services available
within the BRIDGES project also, which will demorage how we are able to use
Shibboleth for job submission to the NGS (amongstmerous other compute
resources).

3.5 Grid Security and Fabric Management

Whilst considerable progress has been made in olewegl advanced security
infrastructures that are well integrated into Gnidldleware [PERMIS,GSI,CAS] the
wider issue of general infrastructure and Grid sgcthave not been adequately
considered by the Grid or security communitiesednated security frameworks
comprising sets of management tools for ensuriegstiturity of Grid infrastructures
and the fabrics upon which they exist are not culyeavailable.

To understand the need to consider the combinedid®mation of Grid security
and the wider impact of fabric security, consider following (realistic!) scenarios:

* A laptop used by a Physicist in CERN has becomectefl with a virus.
Through exploiting the Grid infrastructure, theudrquickly spreads to all
connected nodes.

* A PC connected to the Grid has been hacked thraugin-blocked port. The
hacker uses this PC to get the X.509 proxy ceatiéicpasswords of Grid
clients. These passwords are used to access otieem@les and to install
backdoor hacker’s software for future unauthorigeckss.

* A Grid based application demonstration requires tleatain ports are opened
on the firewalls across collaborating sites. Sdvereeks of negotiation are
necessary with all local system administratorsctieve this.

» Before authorising access to patient records asopax clinical trial, an NHS
review board requires that a security validatioacpss is made of the target
Grid infrastructure. The data is not released saité&rid sites are unable to
ensure that all necessary security measures hage teken across all
collaborating sites.

All of these scenarios represent current problentspotential dangers with existing
Grid technologies and their underlying computation&astructures. The fact that
Grid infrastructures have not been more seriousimgromised thus far, has been
more due to lack of awareness of the non-Grid comitywuas opposed to techniques
and tools to prevent such things occurring. With iitended “ramping up” of Grid
technology to industry and academia, this anonymity longer offers sufficient
protection. The recent compromise of the TeraGrichstructure is testament to this
[TG]. The consequences of a full blown compromi¢daoge scale Grid systems
would be disastrous. In the worse case, the mashimEmselves would have to be
completely rebuilt, including the Grid middlewate, ensure that no backdoors had
been added for future hacker’s access to the meshierhaps more damaging is the
perceived lack of security of the Grid middlewaned a&he expertise of the sites
themselves. Trust underpins Grids and e-Reseatadlst-of both the Grid software,
the wider software infrastructure upon which Grigidleware depends, and of course
people. Blind trust of any of these is naive anlil pvdhibit the uptake of Grid-based
e-Research and lead to future compromises.

What is required is a security management framewbdd will provide an
infrastructure for measuring, quantifying and impng the security of the
middleware and end system software across entir@ f@brics. Through this, the
level of trust across a given virtual organisatfpi®) can be improved, and the need
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for blind trust diminished. This will go some waydvercome the possible perception
from the non-Grid community that Grids are someghimherently dangerous and to
be avoided - a perception that will not changel uodtils are available which allow for
the unified treatment of Grid security and secuatythe underlying fabric. In short,
VO members and partners need as far as possibdagore that all sites take all
appropriate security measures seriously as deeswsbsary for the VO. The existing
model of trusting VO sites to take all appropris¢eurity measures is something that
will in certain instances simply not be tenableru3dt but verify” was the maxim of
one well known US president. Tool support to auttically manage, configure and
verify the security of VO nodes to minimise risksherefore essential.

The Grid and the wider computing science commuitleave developed
technologies that allow for the management and igordtion of distributed
collections of heterogeneous resources. Solutionsch s as CFengine
(http://www.cfengine.ory SmartFrog Ifttp://www.smartfrog.ory and the ongoing
work on OGSAconfig lfttp://groups.inf.ed.ac.uk/ogsaconjigie typical examples of
distributed fabric configuration tools. Until nolwese technologies have not focused
upon the issue of ensuring Grid security acrossvangVO - not least due to the
perceived lack of security in previous Grid sologadentified earlier. Rather, these
technologies have focused upon the more generalessof configuration of
computational resources. With enhanced Grid secunitechanisms however,
exploitation and integration of these tools withidGmiddleware will help improve
Grid security and the security of the fabrics thelwess.

There are numerous challenges in achieving an rmed) framework
encompassing Grid and fabric security managemém@séd include:

» identification of compute resources that are paakmisks to other nodes
of a given VO,

* measuring the “security level” of these nodes;

» acquiring the privilege level required to instafitghes on end systems, or
if this cannot be done then quarantining the systatit it is patched;

« the difficulties of OS dependencies that make patchand anti-virus
upgrades non-trivial; reacting in a timely manreevitus threats;

» the fluidity of Grid technologies and standardse tbentification of the
misuse of VO nodes, e.g. in launching distributedial of service attacks,
as well as the non-technical issues in educatioensure that appropriate
security guidelines and recommendations are folkkbwe

This latter point should be emphasised since astifge previously, computer
security is not solely a technical issue.

Ideally this framework will provide a model and asisted reference
implementation of a security management infrastmecoffering, in the long term,
numerous capabilities for establishing and managimg security of VOs. The
framework should provide core functionality thatloals for the setting and
enforcement of security policies and the measuand subsequent management of
the security of a VO, including the quarantiningidareinstatement) of infected or
risky machines.

The development of such a framework should allomsiveral exemplar services
as proof of concept including:

» dynamic deployment of anti-virus software;

« automatic security patching of OSs and Grid midadiey

» dynamic configuration and management of firewalls.

National e-Science Centre - University of Glasgow ePagof 45




Additional services may subsequently be added te ttamework, such as
management of intrusion detection systems and seauditing etc. Thus for example,
before a VO is established it might well be reqaareun intrusion detection software
to ensure that sites and site logs have not beepetaed with. Such capabilities will
push advanced authorisation infrastructures to litin@, since this is completely
outwith the normal usage of authorisation infrasiiee. To support such highly
intrusive activities will require fine grained po}i specification and enforcement
activities, and capabilities not currently presentauthorisation infrastructures. For
example, the definition and enforcement of polidligations and policy overrides
(https://forge.gridforum.org/projects/ogsa-agthxn example of the former includes
ensuring that local system administrators are @¢htiged to be!) informed prior to a
VO middleware patch. Examples of the latter incldenarios where a VO site
policy might state that no reconfiguration or chesgp the software are needed until
a given production run is complete, but a cred#aleurity threat has been found and a
patch is urgently needed. In this case the locstesy administrator will always have
the possibility to override any policies (since dadrimust be autonomous), but it might
also be the case that a remote administrator doae privileges assigned (is trusted
enough) that such changes can be made.

The development and realisation of such a framewegkesents arguably the
most challenging security infrastructure to suppadamplete Grid security,
encompassing both OS level, Grid middleware level application level security.
One of the challenges in achieving this is the itudé of Grid solutions available
today and the complexities in their associatedwsoft stacks. Thus for example,
changes or patches to elements of the gLite sodtwtmck (or most other Grid stacks
for that matter) will undoubtedly break some aspeat the overall functionality
(hence the restrictions on specific OS versionge(®ific Linux 3) currently imposed
by the EGEE community). It is a fact however, tbdtter domains such as healthcare
will at some stage require that the software hasbalidated across all VO nodes.
This is a normal occurrence for example when dihidals are to be conducted.

Despite these challenges, it is the case thagfiamed Grid security is achievable
now; toolsets for fabric management are availabtev;ntest suites for Grid
infrastructures have been explored within the UBogence community; the dynamic
installation of software is an artefact of Grid dielvare. Combining these solutions
is urgently needed, since without this work, thedGvill always be at best perceived
as something inherently non-secure, and at worgtirect threat to academic,
commercial, financial, and governmental systems.

3.6 Web Service Security Standards

The development of robust Grid security infrastioes is very much dependent
upon agreements on technologies and practicesd&tination plays an extremely
important role in this regard. With the move of Geid community towards web
services and service-oriented architectures, welicgesecurity standards and their
associated implementations are crucial. Unfortupatiés the case that a multitude of
specifications and proposals for web service statsdhave been promised and put
forward, or merely promised. There are often ca$egeb service standards covering
similar topics resulting in multiple competing speations such as WS-Notifications
[WS-N] and WS-Eventing [WS-E]; WS-ReliableMessagifiyS-RM] and WS-
Reliability [WS-R]; WS-Orchestration [WS-0O], WS-Gwoédination [WS-Co] and WS-
Choreography [WS-Ch], along with the many variet@sworkflow or business
process languages that have been put forward tee rarha few examples of the
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issues in the proliferation of web service standatdis also the case that at the time
of writing, many web services standards are onlyorking draft or draft status,
often with no associated implementations or ackedgéd conformance or
interoperability definitions. Claiming conformanoe compliance to a particular web
service standard is thus often not possible (ommegéul!).

It is also apparent that although many standardstlues common prefix “WS-”,
this does not mean that there is an agreed WS-tgithre. This stems from a variety
of reasons: vendor and commercial issues; politisglects and also the different
bodies involved. For example the Internet EngimagriTask Force (IETF)
(www.ietf.org); the World Wide Web Consortium (W3Cw\w.w3.0rg; the
Organization for the Advancement of Structured dnfation Standards (OASIS)
(www.oasis-open.olg and the Web Services Interoperability Organaat({WS-I)
(www.ws-i.org are some of the most prominent bodies. The camsen of this
profusion of standards and standards making bodresthe lack of consensus on the
core web service architecture, impacts directlyrugevelopment of Grid standards,
architectures and associated implementations addleware.

With this complexity in mind, several key standarusve nevertheless been
identified for web service security. Figurg rovides a snapshot of the current status
of some of the web service security standards &ctdber 2005.

WS-Policy | | WS-Federation | | WS-Authorization XACML

WS-Secure | | WS-Trust WS-Privacy SAML
Conversation

WS'Secu I‘Ity Evolving

SOAP Foundation

Fig 6. Web Service Security Standards

We provide a brief overview of these security stadd. All of these standards build
upon the basic SOAP foundations which include XMign&ature [XMLSig] and
Encryption [XMLEncrypt] for ensuring the security messages. The XML Signature
specification defines a methodology for cryptogieglty signing XML. The
signatures are defined using Signature element and accompanying sub-elements
as part of a security header. The signature iisefomputed based on the SOAP
message content and a security token.

3.6.1 WS-Security

WS-Security describes enhancements to SOAP megsdaginprovide security
enhancements for message integrity and messagaleotidlity. WS-Security also
defines a general purpose mechanism for how teaha@ad include security tokens
within SOAP messages including binary encoded #gctwkens such as X.509

% This figure is taken from a set of slides presentedbydh Welch at the JISC security meeting in
Edinburgh, October 2005, which itself was based ugwctirity in a Web Services World: A Proposed
Architecture and Roadmap, A Joint White Paper frofd iBorporation and Microsoft Corporation
April 7, 2002, Version 1.0”
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certificates. These mechanisms can be used indep#ydor in combination to
accommodate a wide variety of security models anatlyption technologies.

Message integrity is provided by leveraging XML &gure in conjunction with
security tokens to ensure that messages are trdmand received without
modifications. The integrity mechanisms are desigiwesupport multiple signatures,
potentially by multiple actors, and to be extersibtd support additional signature
formats. The signatures may themselves referemmeigetokens.

Message confidentiality is provided by leveragingMIX Encryption in
conjunction with security tokens to keep portiodisSOAP messages confidential.
Any portions of SOAP messages, including headerdy tblocks, and substructures,
may be encrypted. It should be noted that the @tiory mechanisms of XML
Encryption are designed to support additional gptaoy technologies, processes, and
operations by multiple actors. The encryption ftssdn be realized using either
symmetric keys shared by the sender and the reoceithe message or a key carried
in the message in an encrypted form.

WS-Security defines a framework for securing SOAEssages, with the specifics
being defined in profiles determined by the nawfr¢he security token used to carry
identity information. There are for example differeprofiles of WS-Security for
various different security token formats such a$0%. certificates and Kerberos
tickets. There is also a SAML token profile of W8e8rity that specifies how SAML
assertions can be used to provide message sedutionally, SAML itself points
to WS-Security as an approved mechanism for segUBI@AP messages carrying
SAML protocol messages and assertions.

WS-Security has now been fully implemented by savereb service providers
and the Grid middleware community. For example, @Il server and client
software stacks provide an implementation of WSu8Bc based upon Axis and
WSS4J [WSS4J].

3.6.2 WS-Policy

WS-Policy [WS-Policy] describes how senders andeikess can specify their
security requirements and capabilities. WS-Poliag heen designed to be extensible
and does not place limits on the types of requirémand capabilities that may be
described. However, the specification does idergéyeral basic attributes including
privacy attributes, encoding formats, security tokequirements, and supported
algorithms. WS-Policy thus provides a flexible axtiensible grammar for expressing
the capabilities, requirements, and general cheniatts of web service-based
systems. WS-Policy also defines a framework anddeifor the expression of these
properties as policies. Policy expressions canudel both simple declarative
assertions as well as more sophisticated asserfiopalicy itself can be regarded as a
collection of one or more policy assertions. Thessertions might include for
example the authentication scheme, transport pobteelection, privacy policy, or
quality of service characteristics. WS-Policy pd®s a single policy grammar to
allow for such kinds of assertions to be reasotdiin a consistent manner.

It should be noted that WS-Policy stops short gfliekly specifying how policies
are discovered or attached to a web service. lengisaged that subsequent
specifications will provide profiles on WS-Policysage within given web services
technologies and domains. For example, specificatior WS-PolicyAttachments,
WS-PolicyAssertions, WS-SecureConversation have paeforward already as have
various domain-specific assertions such as WS-8gPolicy and WS-
ReliableMessagingPolicy. (See [WS-Policy] for fmtlnformation).
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3.6.3 WS-Trust

The goal of WS-Trust [WS-Trust] is to enable apgiens to constructrusted
SOAP message exchanges. WS-Trust uses the basibam@uos for secure
messaging from WS-Security and defines additiomahifives and extensions for
security token exchange to enable the issuanceiasemination of credentials within
and between different trust domains. Thus for exame secure a communication
between two parties, the two parties must exchasemurity credentials (either
directly or indirectly). However, each party needsdetermine if they catrust the
asserted credentials of the other party. To suppach situations, WS-Trust has
defined extensions to WS-Security that provide meshfor issuing, renewing, and
validating security tokens; and ways to establesdsess the presence of, and broker
trust relationships. Through these extensions, iegiins can engage in secure
communication designed to work with the general wetvices framework including
WSDL service descriptions, UDDI and SOAP messages.

The latest version of the WS-Trust language sptifin was released in
February 2005.

3.6.4 WS-Privacy

The WS-Privacy specification was outlined in a joivhite paper from IBM and
Microsoft [WSW]. Here it was presented how the W8ty specification could
address how privacy practices could be stated abdegjuently implemented and
enforced by web services. By using a combinatioW&-Policy, WS-Security and
WS-Trust, organizations should be able to state iaditate conformance to stated
privacy policies. The specification would describemodel for how a privacy
language could be embedded into WS-Policy descriptand how WS-Security may
be used to associate privacy claims with a mesdagaddition, the WS-Privacy
specification would describe how WS-Trust mechasisiould be used to evaluate
these privacy claims for both user preferencesomgdnizational practice claims.

At the time of writing, the WS-Privacy specificatioand associated
implementation(s) have not materialised, nor @daar when they will appear.

3.6.5 WS-SecureConversation

The Web Services Secure Conversation Language (®¢8r8Conversation) [WS-
SC] allows clients and web services to establisbkan-based, secure conversation
for the duration of a given session. The secure@mation itself is based on security
tokens that are procured from a service token gesviOnce obtained and a secure
channel established, the client and service exeéhangightweight, signed security
context token, which optimizes message deliveryetoompared with using regular
security tokens. The security context token enatiiessame signing and encryption
features as other security tokens such as X509igetnkens.

WS-SecureConversation itself is built on top of W&-Security and WS-Policy
models to provide secure communication betweenicesvWS-Security focuses on
the message authentication model but not a secoohtext, and thus is subject
several forms of security attacks. WS-SecureComtiers defines mechanisms for
establishing and sharing security contexts, andridgrkeys from security contexts,
to enable a secure conversation.

It should be noted that WS-SecureConversation bglfitdoes not provide a
complete security solution rather WS-SecureConversas a building block that is
used in conjunction with other web service and igpibn-specific protocols such as
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WS-Security to accommodate a wide variety of ségumodels and technologies. It
should also be noted that WS-SecureConversatidasgned to operate at the SOAP
message layer so that the messages may traversariety vof transports and
intermediaries. This does not preclude its useiwitther messaging frameworks. In
order to further increase the security of the systetransport level security may be
used in conjunction with both WS-Security and WS$tBeConversation across
selected links.

Several implementations of WS-SecureConversation m@ow available for
example within Microsoft Web Service Enhancemeatgtie .NET platform [WSE].

3.6.6 WS-Federation

The Web Service Federation Language (WS-Federafidi@-Fed] defines how to
construct federated trust scenarios using the Ws#8g, WS-Policy, WS-Trust, and
WS-SecureConversation specifications. For exampl8;Federation describes how
to federate between Kerberos and PKI infrastrusturéhe WS-Federation
specification defines the model and framework feddration between security
domains. Subsequent documents define profiles wihthil different ways that the
WS-Federation language can be applied.

WS-Federation supports specification of a trusicydb identify and constrain the
type of trust that is being brokered. Through thiterent security realms are able to
federate by supporting the brokerage of trust oénidies, attributes, and
authentication information between participatingovgervices.

The last version of the WS-Federation specificaticas released in July 2003.
Since then various implementations of WS-Federatiame been put forward. For
example, Microsoft, IBM, RSA Security Inc. and vars other vendors have
implemented this specification and demonstratectramerability between their
implementations through passing a particular idgfetween six exemplar portals at
a workshop organised in May 2004 [WS-FW].

3.6.7 WS-Authorization

A standard for authorization does not exist for veelvices. In the Microsoft/IBM
roadmap for web services security white paper [WSWH outline for WS-
Authorization was loosely described. This documenitined how the WS-
Authorization specification would “describe how ass policies for a web service are
specified and managed. In particular it will delserihow claims may be specified
within security tokens and how these claims williberpreted at the endpoint. This
specification will be designed to be flexible anctemsible with respect to both
authorization format and authorization languageis Ténables the widest range of
scenarios and ensures the long-term viability efdbcurity framework”.

However, the WS-Authorization specification has (yet?) been published. Since
this roadmap document was published, developmeittinwthe Grid community
regarding authorisation and how such infrastrustusmn be seamlessly linked to Grid
services have matured however (as described iloee®3.1). As such, from a Grid
community perspective, the question may well beedskwhat would a WS-
Authorization specification offer that can not et supported by Grid based solutions
and existing authorisation infrastructures?
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3.6.8 Security Assertion Markup Language (SAML)

The OASIS SAML specification [SAML1-1] is an XML-bad framework for
communicating user authentication, entitlement, attdbute information. SAML
allows making assertions regarding the identityritattes, and entitlements of a
subject to other entities. SAML has been desigmetie a flexible and extensible
protocol which can be customised by other standafds example, the Liberty
Alliance, the Internet2 Shibboleth project, and thASIS Web Services Security
committee have all adopted SAML for various purjgose

SAMLV1.0 became an OASIS standard in November 2@@2VILv1.1 followed
in September 2003 and has seen significant sucgassng acceptance across a wide
range of domains and is supported by numerousiseterhnology providers.

SAML is defined in terms of assertions, protocdidings, and profiles. An
assertion is a package of information that supmies or more statements made by a
SAML authority. SAML defines three different kind$ assertion statement that can
be created by a SAML authority:

» Authentication: which indicates that the specifiesubject was
authenticated by an identity provider through saonmeans at some given
time.

» Attribute: The specified subject is associated whih supplied attributes.

» Authorization Decision: A request to allow the dfied subject to access
the specified resource has been granted or denied.

The outer structure of an assertion is genericyighog information that is
common to all of the statements within it. Within assertion, a series of inner
elements describe the authentication, attributéhaaization decision, or user-defined
statements containing the specifics.

SAML defines a number of request/response protodhkt allow service
providers to request various things. For exammeetjuest one or more assertions
from given SAML authorities, or to request that identity provider authenticate a
principal and return the corresponding assertion.

Mappings from SAML request-response message exelsarngto standard
messaging or communication protocols are called SA4kbtocol bindings. A SAML
SOAP Binding has been defined which outlines hoviM&Arotocol messages can be
communicated within SOAP messages.

A profile of SAML typically defines constraints afod extensions in support of
the usage of SAML for a particular application. Fstance, the Web Browser Single
Sign On [WebSSO] profile specifies how SAML autheation assertions are
communicated between an identity provider and seryrovider to enable single
sign-on for a browser user. This profile detailsvito use the SAML Authentication
Request/Response protocol in conjunction with déffié combinations of the HTTP
Redirect, HTTP POST, HTTP Artefact, and SOAP bigdin

Other SAML profiles also exist such as attributefipes which provide specific
rules for interpretation of attributes in SAML d#iite assertions. For example the
X.500/LDAP profile, describing how to carry X.50@AP attributes within SAML
attribute assertions.

SAMLV2.0 unifies the building blocks of federatedentity in SAMLv1.1 with
input from the Internet2 Shibboleth initiative amloe Liberty Alliance's Identity
Federation Framework [LA-IFF]. As such, SAMLVv2.0assignificant step towards
convergence for federated identity standards.

SAMLV2.0 includes numerous additional features fadiril including support for:
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* opaque pseudo-random identifiers (pseudonyms) wdaohbe used between
providers to represent principals.

* identifier management allowing providers to estbland subsequently
manage the pseudonym(s) for the principals for wkiwey are operating.
 metadata defining how to express configuration &ndt related data to

make deployment of SAML systems easier.

« attribute statements, name identifiers, or entsgeetions may be encrypted
in SAMLv2.0. This feature ensures that end-to-eadfidentiality of these
elements may be supported as needed.

« attribute profiles which simplify the configuratioand deployment of
systems that exchange attribute data. These indadi attribute profiles
for string based attribute names and XML schemmipivie type attribute
value definitions; X.500/LDAP attribute profilesnéa XACML attribute
profiles.

e SAMLV2.0 supports situations where authenticatederais can be
automatically logged out of all service providarghe session at the request
of the identity provider.

e SAMLV2.0 includes mechanisms that allow providess dommunicate
privacy policy and settings. For instance, SAML st possible to obtain
and express a principal's consent to some operbgimg performed.

* In scenarios with more than one identity providamvice providers need a
means to discover which identity provider(s) a @pal uses. The identity
provider discovery profile relies on a cookie varitin a common domain
between identity and service providers.

The SAMLV2.0 specification was release at the drfsleptember 2005.

3.6.9 Liberty Alliance

The Liberty Alliance [LibAll] is an industry constum defining standards for
federated identity — including enabling simplifieijn-on through federated network
identification, as well as supporting and promotoegmission-based attribute sharing
to enable a user's choice and control over theansedisclosure of their personal
identification information.

The Liberty Alliance Identity Federation Framewdi®-FF) [LA-IFF] is based
on SAML. Recognising the value of a single standardederated single sign on, the
Liberty Alliance submitted their Identity FederatioFramework to the OASIS
Security Services Technical Committee as inputAdMBv2.0. It intends to use the
new version of SAML in concert with its own techali@and business guidelines for
identity federation going forward.

Liberty's Identity Web Services Framework (ID-WSEA-WSF] provides a
platform for communicating identity information angpweb services and continues
to be developed within the Liberty Alliance. Theekst version of Liberty ID-WSF
now uses SAMLv2.0 assertions as the security tdioemat for communicating
authentication and authorization information among=b service actors.

SAML assertions can be used within SOAP messagesder to convey security
and identity information between actors in web mervinteractions. The SAML
Token Profile produced by OASIS specifies how SAbMisertions should be used for
this purpose with the WS-Security framework. Thedrty ID-WSF builds on these
specifications to use SAML assertions for enablgegure and privacy-respecting
access to web services.
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3.6.10 Extensible Access Control Markup Language (XACML)

XACML [XACML] is an OASIS [OASIS] standard that desbes both a policy
language and an access control decision requgsifres language (both written in
XML). XACML version 2.0 is the latest release andsapublished in February 2005.
The policy language associated with XACML is useddescribe general access
control requirements, and has standard extensiontspfor defining new functions,
data types, combining logic, etc. The request/nespdanguage allows formation of
gueries to ask whether or not a given action shaadllowed, and interpret the
result. The response always includes one of foluega Permit, Deny, Indeterminate
(an error occurred or some required value was ngssio a decision cannot be made)
or Not Applicable (the request can't be answerethisyservice).

The typical setup is that someone wants to takeesaction on a resource. They
will make a request to a PEP protecting a resodrece.PEP will form a request based
on the requester's attributes, the resource intigneshe action, and other information
pertaining to the request. The PEP will then sdmsl tequest to a PDP, which will
look at the request and some policy that applietheorequest, and come up with an
answer about whether access should be granted.afbater is returned to the PEP,
which can then allow or deny access to the requesteaddition to providing
request/response and policy languages, XACML algaparts finding policies that
apply to a given request and subsequent evaluafioequests against that policy.
XACML also allows for generic, distributed polici¢s be supported. Thus a policy
can be written which refers to other policies kiepvarious remote locations. Hence
rather than having to manage a single monolithiccpodifferent people or groups
can manage sub-pieces of policies as appropriateXACML supports combination
of the results from these different policies inteealecision.

XACML comes with a core base language which camXiended. The standard
language supports a wide variety of data types;tioms, and rules about combining
the results of different policies. In addition tos, standards groups are working on
extensions and profiles that will hook XACML inteher standards like SAML and
LDAP, which will increase the number of ways tha#GML can be used.

XACML 2.0 and all the associated profiles were appd as OASIS Standards in
February 2005.

4 Conclusions and Recommendations

In this report we have explored the current linnta¢ of authentication only based
solutions with PKIs as the basis for Grid secutitgck of granularity of authorisation
will dissuade large groups of researchers from ginga Perhaps more of an issue is
the initial steps through which researchers areasi proceed before they are able to
do anything “on the Grid”. X.509 certificates arftetprocess of acquiring one and
converting it to appropriate formats is a hurdlatth large swathe of the non-Grid
research community will not overcome. It needs & rbade simpler and ideally
removed completely. Having local system administatrequesting batches of
certificates which can be used at the local cantpud level and setting up the Grid
environments for researchers is one possibilitgyersative models might be based
upon local institutions setting up their own CAsissue certificates which, when
signed by the local RA (using their UK e-Sciencetifieate) are accepted by the
wider Grid community. Through such approaches,tbees of obtaining certificates,
converting them into appropriate Grid formats aetiisg up the environment for end
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users to undertake their Grid-based research carerbeved completely from the
researchers and moved to the supporting e-Sciesntees for example.

The BRIDGES project and its use of server certiisaand a fixed core set of
services is one way in which the user can be skielcbm security aspects. Users are
comfortable with logging in with usernames and peassgs to services/portals, hence
such a solution should be explored more widely.

There are numerous authorisation frameworks availednlay and we have tried
to give an overview of their functionality and suddility of some of the most
prominent of these. Of those we have listed heeePERMIS middleware is arguably
the most mature solution with tools available fecwwity policy specification and
enforcement; for linkage to Grid services in a genenanner; and for linkage to
Shibboleth. All of these tools and capabilities éndween explored and proven to
function at NeSC Glasgow. It is still the case thater uptake and application across
a range of different scenarios is needed beforegbkitions can be hardened into real
products however. For example, considerable effostill required for deployment
and configuration of PERMIS and its interworkingtlwiGlobus and Shibboleth
solutions. This will no doubt resolve in time. Fexample the SAML AuthZ API
(which should be a direct SAML call out) has noteiebackwardly compatible
between earlier versions of Globus (GT3) and ctirversions of Globus (GT4) with
PERMIS. Rigorous testing and further feedback fegplications exploring these and
other APIs are necessary.

Grids will always be seen as a threat if they igndhe issue of fabric
management. A unified treatment and associatedefnank for analysing the security
of Grid applications, Grid middleware and the umgag OS is needed. If VOs are to
be truly secure, then blindly trusting partnerstdke necessary steps is naive. We
have outlined what sort of steps might be takeouth the risk analysis that was
undertaken at NeSC. Of course, such a risk anahessls to be repeated, perhaps
annually. In addition to the framework and hopet thites might undertake a risk
analysis and put in place security policies andfmes, it might well be beneficial to
have a body authorised with ensuring UK wide Gedusity. This body might well
include members of the STF and GOSC (or other Bpdle security, the weakest
link is always the one that counts. As such, dkbssineed to be educated in Grid
security and the wider issue of fabric security.

Shibboleth represents a clear opportunity to ovaecthe current issues with PKI
based security. Trust federations at an institatidevel where users can authenticate
at their home site and have appropriate attribrgkemsed to service providers (which
will use them to make authorisation decisions) glearthe dynamic of security. There
has always been a large degree of trust in the €@mamunity: trust of users, trust of
sites, trust of CAs etc. Hence Shibboleth does adit a new trust requirement
especially. Instead trust is moved to IdPs (andiemg that they have appropriately
strong authentication and authorisation scheme$s)VdAYFs (which ensure that the
“correct” IdPs are identified and matched with SPs)

Understanding what attributes are needed in thel Gommunity is essential.
Many solutions may only require that the DN is passver for example, so that
accounting and logging of the resource usage faritidividual can be achieved, i.e.
not further attributes are needed to make an astt@n decision. Other more
prescriptive VOs may require more information sashvO membership, role of the
user etc. Mapping such attributes into a form ®laibboleth can make use of, e.g.
eduPersonEntitlemenattribute is needed. Once such scenarios can pgogead,
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more understanding of the attribute release palicemd how they might be
implemented can be achieved.

It is clear that the web service standards commuaie producing numerous
specifications which in principle could help sinpliGrid security. Single sign on
solutions to services at numerous sites via SAMLvand complementary efforts
within the Liberty Alliance consortia offer potealtisolutions of direct relevance to

the Grid community in its move towards web baseldtems and service oriented
architectures.
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