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Provenance security

B Some data are sensitive

® Must ensure provenance does not reveal sensitive data

® E.g., “John participated in medical study S” reveals “John has disease D”
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B Some data are sensitive

® Must ensure provenance does not reveal sensitive data

® E.g., “John participated in medical study S” reveals “John has disease D”

B Some provenance is sensitive

® Must ensure output does not reveal sensitive provenance

® E.g., Journal referee reports should not contain name/email of referee

® Must ensure provenance does not reveal sensitive provenance

® E.g., If student in Disciplinary Hearing, then student’s advisor must attend.
“Prof. Smith participated as an Advisor” may reveal “John participated as respondent”
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Provenance security

B Some data are sensitive

® Must ensure provenance does not reveal sensitive data

® E.g., “John participated in medical study S” reveals “John has disease D”

Some provenance Is sensitive

® Must ensure output does not reveal sensitive provenance

® E.g., Journal referee reports should not contain name/email of referee

® Must ensure provenance does not reveal sensitive provenance

® E.g., If student in Disciplinary Hearing, then student’s advisor must attend.
“Prof. Smith participated as an Advisor” may reveal “John participated as respondent”

How do we know if we have security right?

@ Complex interaction between information security and provenance

® Not well-understood
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Semantics for provenance security

® Goal:
®m precise, useful, intuitive definitions of provenance security
® understand provenance security
® principles and mechanisms to apply in practice

® This work: Formal definitions for provenance security

public data does not reveal sensitive provenance
public provenance does not reveal sensitive provenance

oublic provenance does not reveal sensitive data

® (public data does not reveal sensitive data)
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Language model

® Simple l[anguage-based model (ased on Cheney, Acar, Ahmed [2008])
® Program c has input locations, produces single output

e A (o) e

Eeig

Ui=31=5 =77 x=l; if () then'belse ) =5
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Language model

® Simple l[anguage-based model (ased on Cheney, Acar, Ahmed [2008])

® Program c has input locations, produces single output

e A (o) e

® Provenance T describes execution

B =, ... l=vh; O =>v E T
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Language model

® Simple l[anguage-based model (ased on Cheney, Acar, Ahmed [2008])
® Program c has input locations, produces single output

e A (o) e

® Provenance T describes execution

B =, ... l=vh; O =>v E T

® Partial provenance: allow parts of T to be elided

B0
Ch=3tL=5 =7 " X =1 if (x) thenilzielse ls)f = 5

= x=/[1 ; cond(x,true, /)
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Language model

® Simple l[anguage-based model (ased on Cheney, Acar, Ahmed [2008])
® Program c has input locations, produces single output

e A (o) e

® Provenance T describes execution
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® Partial provenance: allow parts of T to be elided
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Information and traces

® [ contains less information than 77 if T elides parts of T’
BEg
® x= - contains less information than x=/;

® cond(x, =, ) contains less information than cond(x, true, 7T)

® /- contains less information than 7; T’

® - contains less information than any T # -

® Theorem:
= L=y eyt vi e i and

I contains less information than 7’ then
<l1=V1, it ln:vn ’ C> =v = [
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Security policies

® Fach input location has security policy for data and
provenance

meg, I(h) = LL CrAEs () = HH
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Security policies

® Fach input location has security policy for data and
provenance

meg, I(h) = LL CrAEs () = HH

Data security: Provenance security:
H : High security (secret) H : High provenance (secret)
L : Low security (public) L : Low provenance (public)
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Security policies

® Fach input location has security policy for data and
provenance
e (/) = LL D= 10 [ (/3) =Rl
® User knows low security inputs, and is given output
and partial provenance trace

@ User should not learn high security data

@ User should not learn which high provenance locations
involved in computation

® \What (partial) provenance can we give to user?
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First attempt

® \We think T is secure for execution
=y o =i
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First attempt

® \We think T is secure for execution
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First attempt

® \We think T is secure for execution
=y o =i

=V .. l=vh; C)=>v T and

@ T does not contain any high provenance locations.
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First attempt

® \We think T is secure for execution
<l1=V1, .

(] <l1:v1, B A

e =

GHB- DS i il and

@ T does not contain any high provenance locations.

(...; if(I}) then b +5 else I; +15) = 5 = cond(lq,true, lr+15)

E:Glp)i =L
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First attempt

® \We think T is secure for execution
<l1=V1, .

(] <l1:v1, B A

e =

GHB- DS i il and

@ T does not contain any high provenance locations.

(...; if(ly) then b +5 else I; +I5) = 5 = cond(ly,true, *+13)

E:Glp)i =L




Provenance security

B T satisfies provenance security for execution
<l1:\/1, ceey ln:\/n ; C> =V if:
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R i=r . =V, o) =i L i land
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Provenance security

B T satisfies provenance security for execution
<l1:\/1, ceey ln:\/n ; C> =V if:

R i=r . =V, o) =i L i land
@ for any high provenance /;, there is an execution
hi=wr1, ..., I.=w, : ¢) = vsuch that

® if //is low security then v;_w; and
B =0 o L=w) e s ER T L and
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B T satisfies provenance security for execution
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Provenance security

B T satisfies provenance security for execution
<l1:\/1, ceey ln:\/n ; C> =V if:

R i=r . =V, o) =i L i land

@ for any high provenance /;, there is an execution
e e e shelnthat

® if //is low security then v;_w; and

(o <l1:W1, ceey ln:Wn ; C> = V

Rl olved int i=vi T lava i o) = vt

linotinvolved in (li=w1, ..., Ih=w, ; ) =V

| ooks the same but /; not involved
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Provenance security

B T satisfies provenance security for execution
<l1:\/1, ceey ln:\/n ; C> =V if:

R i=r . =V, o) =i L i land
@ for any high provenance /;, there is an execution
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Provenance security

B T satisfies provenance security for execution
<l1:\/1, ceey ln:\/n ; C> =V if:

R i=r . =V, o) =i L i land
@ for any high provenance /;, there is an execution
hi=wr1, ..., I.=w, : ¢) = vsuch that
® if //is low security then v;—w; and
R = o =wy s @)= ERGT L and
Rl olved int i=vi T lava i o) = vt

Inotinvolvedin® W=, 0 =l e e =

Neither output v nor provenance T reveal which
high provenance input locations were used.




Provenance security

® 7 satisfies provenance security for execution
T sy e o v
L RO P /E S e — e e - 1
® for any high provenance I/, there is an execution
(hhi=wa, ..., I=wn ; c) = v such that
® if /;is low security then v;-w; and
® {l1=wi, ..., li=Wpn ; € =V E I - and
m/;involved in {h=vy, ..., Ii=va ; ©) = viff

I eT e ks s <Gl o TRz B ) =

if (1) then I, +15 else I4 +I5) =5

E:Glp)i =L
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Provenance security

® Public data does not reveal sensitive provenance ¢/

® Public provenance does not reveal sensitive v
provenance

® Public provenance does not reveal sensitive data

® (Public data does not reveal sensitive data)
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Data security

B 7 satisfies data security for execution
e e i i v |
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Data security

B 7 satisfies data security for execution
e e i i v |
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Wiviany execution Ch=wa, ..., l=wn ; €) = W
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Data security
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Data security

B 7 satisfies data security for execution
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Data security

B 7 satisfies data security for execution
e e i i v |

= . l=v, s iic) =>w =T and

Wiviany execution Ch=wa, ..., l=wn ; €) = W

f vj - w; for all low security /;

VEIT) o KR s e S (R T

If inputs look the same || then T describes execution
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Data security

B 7 satisfies data security for execution
e e i i v |

= . l=v, s iic) =>w =T and

Wiviany execution Ch=wa, ..., l=wn ; €) = W

mif vj - w; for all low security /;

BT = e =i i) =

Provenance T does not reveal which
high security data used.
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Enforcing security

® Given {Li=vi, ..., I=vn ; ) = visthere always a

maximum trace that satisfies security?

® [n general, no

B |s there always some trace that satisfies security?

® Yes for data security; in general, no for provenance security
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Enforcing security

® Given {Li=vi, ..., I=vn ; ) = visthere always a

maximuimn

® [n genera

trace that satisfies security?

. NO

B |s there always some trace that satisfies security?

® Yes for data security; in general, no for provenance security

@ If public inputs determine inclusion of high provenance /;
then not even - will satisty provenance security

o () = LU e Blh)i=l el =2 S

Bx = /)

®if (/1) then [ else O
®if (3) then [ else O

r Provenance Security, Stephen Chong, Harvard University.




Eliding a trace

® Assume public inputs do not determine inclusion of high
provenance location

® = any high provenance location is nested in conditional with high-

confidentiality test
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® Assume public inputs do not determine inclusion of high
provenance location

® = any high provenance location is nested in conditional with high-

confidentiality test

® Assume output does not reveal high confidentiality information.

® |l.e., no declassification
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Eliding a trace

® Assume public inputs do not determine inclusion of high
provenance location

® = any high provenance location is nested in conditional with high-

confidentiality test

® Assume output does not reveal high confidentiality information.

® |l.e., no declassification

® Given execution {li=vi, ..., I,=vn ; ¢) = vandfull trace T,

ELIDE(T) satisfies provenance and data security, where
CLIDE(x=e) = =
FLIDE(To; T1) =il D Ekg) ML DECE)

FLIDE(cond(/, v, T)) = cond(l, v, ELIDE(T)) if / is low confidentiality
=~ el = if /is high confidentiality
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Conclusion

® Need to understand provenance security, and
interactions with data security

® This talk: Formal definitions for provenance security

oublic data does not reveal sensitive provenance

bublic provenance does not reveal sensitive provenance

bublic provenance does not reveal sensitive data

® Practical implications:

@ Principles for determining access control for provenance

® Security policies for data and provenance must be consistent!
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